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Who Can You Trust?

Fears of backdoors and heightened concerns about
open source security risks are running rampant.
BY KATHLEEN RICHARDS

C

YBERSECURITY remains a top source of

contention between the United States
and China. As a result, U.S. technology
companies have increasingly faced market pressures in China as local suppliers
capitalize on the cyber uncertainty.
In addition to lower costs, Chinese server supplier
Inspur Group Ltd. is banking on the specter of Edward
Snowden to increase its market share in China. The company launched an “IBM to Inspur” campaign in late May.
Snowden’s legacy of doubt is still floating around and fanning government concerns about NSA surveillance and
possible backdoors in the technology sold by U.S. companies. IBM, HP and Microsoft are among the tech giants
that have faced hurdles in China.
Chinese government officials raided Microsoft offices
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in Beijing, Shanghai, Guangzhou and Chengdun in July in
an ongoing antitrust probe. They “banned” Windows 8 on
PRC government systems for “security reasons” in May,
amid speculation that the move was driven in part by the
official end of Windows XP support.
And yet these safeguards should come as no surprise.
In March, reports surfaced that linked the NSA to surveillance of the Chinese Trade Ministry, specific officials and
network equipment supplier Huawei. According to leaked
documents, the NSA had gained access to email archives
and even source code for specific Huawei products.
Fears of backdoors and heightened concerns about
who to trust are running rampant, and not just between
China and the United States. The security audit of the
open source file-and-disk-encryption utility TrueCrypt
was a step in the right direction, but the information
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security industry needs to do more, according to Robert
Richardson, editorial director of SearchSecurity.
“Whether TrueCrypt is fit to use or not, its audit and
demise raise key questions about security in open source
software,” he writes in his thought-provoking column
“Open Source Needs Serious Security Help.”
Open source code faces increased scrutiny, and information security professionals would do well to heed the
lessons of Heartbleed, agrees Michael Cobb, SearchSecurity’s respected authority on application security.
“As the Heartbleed flaw in the OpenSSL cryptographic
software library has shown, relying solely on others to
correctly implement and deliver security can put enterprise and customer data at risk,” advises Cobb,
in this month’s cover story on application security

BEYOND THE
TRUECRYPT AUDIT
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post-Heartbleed.
The success of open source software hinges on “trusting” the development community. The abrupt end of
TrueCrypt’s development in May was also attributed, on
SourceForge, to “potential security issues” after Microsoft’s termination of Windows XP support, in part because later versions of Windows offer built-in support for
encrypted disks.
But is that really what happened? If the answer is
based on trust, most of us will never know. n

KATHLEEN RICHARDS is the features editor of Information

Security magazine. Follow her on Twitter @RichardsKath. Send
comments on this column to feedback@infosecuritymag.com.
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SOFTWARE
POLICIES AFTER
HEARTBLEED
Lower your risk
by rewriting the script
for development with
open source and thirdparty components.

BEYOND THE
TRUECRYPT AUDIT

By Michael Cobb
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THE CISO JOB IS UNDER the microscope. Security officers

have to juggle the ongoing challenges of maximizing security initiatives across their organizations to ensure information assets are adequately protected. The majority
focus on making certain human access to key data and resources is strictly controlled. But the same level of attention is rarely paid to the software that manages access to
that data—the code used in encryption, authentication
and permission checks.
Faced with resource constraints, enterprises increasingly take advantage of open source libraries and thirdparty components to develop complex applications—why
rewrite functionality that already exists? But few vet this
code with the same rigor that’s demanded for internally
produced software.
Applications and databases maintained by longtime
employees who have since left the company and software
systems inherited through mergers and acquisitions also
pose significant security risks. Some IT teams may assume that code is secure because someone else has completed the task of vetting it for flaws and bugs. As the
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Heartbleed flaw in the OpenSSL cryptographic software
library showed, relying solely on others to correctly implement and deliver security can put enterprise and customer data at risk.
What is the security officer’s role in managing the
risks involved in using open source and third-party
software? Application vulnerabilities ranked highest
among the threat concerns of 72% of the 1,634 security executives surveyed in 2013, according to “The View
From the Top: (ISC)2 Global Information Security Workforce CXO Report,” and lowest in terms of time spent.
Only 7% of respondents spent a significant amount of
time on software security.
Compliance with software security policies is distressingly low, similar to enterprise mobile and bring your
own device requirements. What impact can revised security policies have on development practices that open the
company up to liability and vulnerability issues?

RELEASE EARLY AND OFTEN
The dilemma CISOs face is ensuring code used within
software projects is secure without incurring the wrath
of business owners and development teams who are under pressure to deliver applications and updates on time
and within tight budgets. As the threats increasingly outweigh the benefits of insecure software, security officers
need to reevaluate the risks involved in using open source
software and third-party components and how best to
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manage them.
The security and quality of open source software—
two reasons enterprises choose to use these libraries and
components—depends on each project’s developer base
being large enough that any bug and fix is eventually obvious to someone. This “given many eyeballs, bugs will be
shallow” concept is known as Linus’s Law, after Linus Torvalds, the creator of Linux and an early proponent of the
self-correcting, community-driven software development
model. A problem with this philosophy in today’s threat
landscape is that the financial incentives for discovering and using exploits are much higher than the rewards
for finding, publishing and fixing open source software
vulnerabilities.
Financial rewards have been offered for open source
security initiatives. The Internet Bug Bounty sponsored
by Microsoft and Facebook rewards hackers who contribute to a more secure Internet by submitting vulnerabilities found in key open source software such as PHP,
Perl and Apache httpd.
Matthew Green, a computer science professor at
Johns Hopkins University, and others behind the community-funded audit of the TrueCrypt disk-encryption utility, listed a bug bounty program as part of the planned
security audit. The open source encryption project was
suddenly shut down by its developers because of unnamed “security vulnerabilities” in May.
Revelations about the National Security Agency’s
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surveillance activities has caused many—including China
and other nation states—to suspect open source projects
and U.S. technology companies of deliberately introducing bugs into popular security protocols and functions
to provide the NSA with backdoors. RSA (EMC Corp.’s
security division), Microsoft and TrueCrypt are among
those that have faced scrutiny.
Enterprise development teams can easily use a hundred or more different open source libraries, frameworks
and tools, along with code snippets copied off the Internet, when building an application. The 2014 Sonatype
Open Source Development Survey found that 90% of a
typical application is assembled with open source components, many of which contain known security flaws. The
problem of vulnerable components incorporated into new
applications has become so acute that it appears in the
OWASP Top 10 List of Web application vulnerabilities.

BROKEN POLICIES, VULNERABLE SOFTWARE
Research shows that few enterprises have or enforce policies regarding the use of third-party code. Sonatype’s
survey found 75% of 3,353 respondents said their organizations had a policy covering code and component use
but only 68% of those surveyed—managers, architects
and developers—followed it. In fact, 77% of respondents
said their organizations had never banned an open source
component, even though 31% were either victims or suspected a breach due to open source software. For more on
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FIGUR E 1

Security Vulnerabilities

How does your open source security policy
address security vulnerabilities?
Must avoid OSS
with known
vulnerabilities

4831+21p

HOME

48%

21%

Must prove we are not
using OSS components with
known vulnerabilities

31%

It doesn’t

SOURCE: 2014 SONATYPE OPEN SOURCE APPLICATION SECURITY SURVEY

open source security policies, see Figure 1.
Clearly, InfoSec executives responsible for developing the organization’s software security posture need
to revisit policies, procedures, and guidance governing
code and component use to ensure that their security

CO VE R S T O R Y : A P P LI C AT I O N SE C U RI T Y

HOME
EDITOR’S DESK
APPLICATION
SECURITY
A CHAT WITH RENEE
GUTTMANN
UNLOCKING
ENCRYPTION
BLACK MARKET
BARGAINS
INDUSTRIAL SECURITY
CONTROLS
BEYOND THE
TRUECRYPT AUDIT

programs provide sufficient control over the use of open
source code. Software development lifecycles should provide a framework for the pragmatic inclusion of security
practices in the development process.
A software security group (SSG), which falls under security and acts an intermediary between the often siloed
security and development groups, should oversee application security, according to Gary McGraw, the chief technology officer of Cigital. The head of the SSG should be
appointed by the board of directors to ensure that secure
code is recognized as an integral part of the business; a
necessary expense in the firm’s governance processes; and
that it’s equal to other business drivers. Cigital’s Building Security In Maturity Model study, based on data from
67 real software security initiatives at Bank of America,
EMC, Fidelity, HSBC, Microsoft, McAfee, Salesforce and
Zynga, among others, found that enterprises with mature software-development operations typically have a senior executive in charge of software security and an SSG
to manage the development program. (Data from the
BSIMM-V project and related documents are available under a Creative Commons Shared Attribution 3.0 License.)
The development team should be involved in formulating software security policies from the start; otherwise,
the level of compliance will be low. The SSG and development team leaders need to agree on clear parameters for
code and component selection, such as business case, the
quality of support forums and documentation, acceptable
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licenses and, most importantly, the quality of code.
Giving developers responsibility in the code and component selection process puts their reputations on the
line—and could mean future liability for damaging code.
This level of engagement should help the development
team appreciate that speed and fancy functions are not
the most important coding factors: Proposed open source
components and dependencies along with in-house code
and software composition have to be assessed. The SSG,
in conjunction with the development team, can assign an
assurance level to each code section or component based
on overall business risk to determine the extent of the security review required.

COST-EFFECTIVE CODE ANALYSIS
Development teams need to use both static and dynamic
code analyzers. Static analysis of the code—which takes
place before the application is executed—provides a scalable capability for code review and can help validate that
coding policies are being followed. Dynamic analysis of
the code—during runtime—ensures it is correctly integrated and working as intended. Security managers need
to make sure that adequate training is provided for developers and quality assurance testers, who are running
these tools.
While analysis tools can do much of the work of finding and flagging vulnerabilities, they are not perfect, especially with messy and complex codebases. Be prepared
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to use manual code reviews for critical components of an
application where sensitive data is processed or stored. If
any code is too complex to understand, then reconsider
its use or employ outside help. Outsourcing what is a
highly skilled task to specialists can be cost-effective. Services that employ cloud-based scanning to test for vulnerabilities can potentially deliver a more in-depth review
of vulnerabilities than organizations short on man power
and resources in their security team.
Application security testing services are appearing,
such as HP’s Fortify Software Security Center, Checkmarx and Veracode’s VAST on-demand service that
analyzes code without requiring access to the source.
However, relying on the assertions of third-party services
or consultants means it’s important to fully understand
what has been tested and for which scenarios. OpenSSL,
for example, has a FIPS 140-2 certificate but FIPS validation only checks the crypto routines. The Heartbeat
protocol is not part of the crypto module so it is outside
the scope of FIPS. It’s also important to remember that a
one-off certification or review only covers the threat landscape at that point in time, so regular audits are key.

GOOGLE’S SINGLE CODE TRUNK
Once approved, code should be stored in an internal repository and developer tools configured to only retrieve
code from the repository—not the Internet. Google
keeps the source code of all of its projects in a single code
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FIGUR E 2

Open Source Inventory

Does your organization maintain an inventory
of open source components used in production
applications?

40%

Yes, for all
components including
dependencies

4037+23p

HOME

23%

Yes for all components, but
not dependencies (incomplete
“bill of materials”)

37%

No, there’s no
“bill of materials”

SOURCE: 2012, 2013, 2014 SONATYPE OPEN SOURCE APPLICATION SECURITY SURVEY

trunk, and all of its developers access the same repository. This process is an important aspect of version control. It reduces the risk of cross-build injection attacks,
in which attackers compromise the server that hosts the
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components and replace them with malicious copies.
Enterprises should maintain a list of all third-party
code, including all dependencies and sources, held in the
repository and designate a point person who monitors all
relevant security mailing lists and obtains, tests, and distributes any updates and fixes. Many companies lack basic security practices as shown in Figures 2 and 3.
Open source framework Ruby on Rails was hit by several security vulnerabilities in 2013 that allowed remote
code execution. Development teams unaware of these
critical alerts and updates to the popular Web application
framework left their clients and users at risk of attack.
Inevitably bugs will still make it through to production
code, so all pertinent information such as source code, binaries, documentation, emergency response plans and license terms for any third-party software must be archived
to allow for post-release servicing of the application. An
emergency response plan should be put in place to deal
with critical patches. Any application sitting on the Internet will need a rapid response to prevent an attack exploiting a newly discovered vulnerability from succeeding.
Enterprises today depend on reliable, secure software.
Using open source code during application development
makes sense for efficiency, cost and security reasons, but
reviewing this code requires more realistic project timetables and budgets to cover tools and training. Automating policy enforcement with a well-maintained repository
will enable developers to remain agile enough to keep
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FIGUR E 3

Vulnerability Tracking

Does someone actively monitor your components
over time for changes in vulnerability data?

63%
No

37%
Yes

SOURCE: 2014 SONATYPE OPEN SOURCE APPLICATION SECURITY SURVEY

pace while reducing the introduction and occurrence of
flaws in today’s complex applications. Enterprises that
have outdated, unenforceable software security policies,
which fail to reward developers for doing a good job of
maintaining control over code, will face higher risk going
forward. n
MICHAEL COBB, CISSP-ISSAP, is a renowned security author with

over 20 years of experience in the IT industry. He co-authored
the book IIS Security and has written many technical articles for
SearchSecurity and other leading IT publications. He was formerly
a Microsoft Certified Database Manager. Send comments on this
article to feedback@infosecuritymag.com.
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Does Life as a CISO Measure Up?

Career advice from the top of the security pyramid. BY MARCUS RANUM

R

ENEE GUTTMANN has spent the past 15

years leading security and risk management programs at Fortune 500
companies. A one-time Gartner senior research analyst, Guttmann has
remained an active member of the global InfoSec community, sharing her hard-won advice—and technology
guidance—with peers and vendors in the security and privacy space.
Throughout her remarkable career, Guttmann has
served as information security architect, CISO and vice
president at The Coca Cola Company, Time Inc. and
Time Warner Inc. (post-merger), and Capital One. Currently she is vice president in the office of the CISO at
Accuvant, an InfoSec services company.
What is the life of a CISO really like? Marcus Ranum
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caught up with Guttmann to find out her views on leadership and the core skills needed to surmount the neverending challenges of global InfoSec and privacy programs.
For InfoSec practitioners, the CISO role is
the top of the pyramid. Does our perception match the
reality? I hear a lot of talk about ‘presenting metrics to
the board’ and stuff like that. But is that really what you
do? How do you spend your time?
MARCUS RANUM:

RENEE GUTTMANN: InfoSec issues, for most great compa-

nies, have risen to a level that deserve the board of directors’ attention. It is an ever-changing landscape, including
maliciously motivated groups ranging from organized
crime, nation-states and firms seeking competitive advantage, all the way to cyberactivists attacking the brand.
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Metrics and reporting [them to the board of directors] is
absolutely needed to quantify and simplify the magnitude
of the risks facing enterprises and their owners.
But the real time is spent creating, ‘socializing’ and
implementing a strategy for proactively managing potential risks to the organization. Once you have this strategy—and key stakeholder support—providing meaningful
metrics to the board, and others, becomes a relatively
simple task, if the implementation is going smoothly. And
I will say that, after working my way up the InfoSec chain
of command, being the first CISO for several great companies was incredibly rewarding.
How should security practitioners prepare for the CISO
role? What would you say are the core skills a successful
CISO is going to need? Where did you get those skills?

There is no one-size-fits-all. I know CISOs that never
worked in InfoSec, who are considered excellent business leaders. I came up through the InfoSec ranks, but
the most important skill today is to be able to translate
InfoSec and risk management into something that is
meaningful to others. I’ve been fortunate to attract and
retain great talent who can help communicate the
vision and strategy. I also worked for some great companies that provided excellent leadership support and
training.
Security practitioners need to be actively engaged
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with the broader InfoSec community—sharing ideas and
lessons learned. Larry Bossidy called this ‘stealing shamelessly.’ There’s no harm in utilizing good ideas developed
elsewhere.
Being in a room with other accomplished CISOs can
be intimidating when you are starting out in your career,
but it’s probably one of the most [important] things that
you can do as an aspiring CISO—surrounding yourself
with successful peers never hurts.
You have to be willing to be open to new ideas, willing
to change and also be a change agent. One of my favorite
[concepts] from Charles Darwin’s The Origin of Species is:
It is not the strongest, nor the most intelligent, who will
survive but those who can best manage change. If you
don’t embrace change, it’s probably going to be hard to be
a CISO.
How much of the CISO’s role is walking around with a
target painted on your back? Are you expected to fall on
your sword if there’s a breach?

It’s common knowledge that anytime there is a network
slowdown, it must be a misconfigured security device. I’m
joking ... sort of. I’m not a fan of the blame game, but I do
believe that CISOs need to be accountable when there are
issues in their wheelhouse.
The opposite side of the coin is making sure that if
a significant risk is identified before a problem occurs,
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the CISO is responsible for ensuring that the potential
risk is well understood, and properly addressed—even if
it means losing a few popularity votes. Of course, there
are different options for managing risk, including acceptance of risk. The right stakeholders need to be involved,
and then I think the bull’s-eye becomes less of a personal
concern.
I’ve sometimes heard InfoSec practitioners talk about
managing risk by getting business units to sign off on
bad ideas—as if that’s going to deflect the blame or
protect them from fallout if there’s a breach. That never
sounded realistic to me, and I’ve never tried it. What do
you think?

This is sticky. Even if one business leader signs off, they
might say they didn’t really understand the issue if there
was major fallout. That said, InfoSec is about managing
risk, and a CISO needs to be practical. I recommend establishing bright lines in the sand that can’t be crossed.
For example: ‘We don’t allow websites to launch with
vulnerabilities that easily enable attackers to steal the personal data from the database.’ It’s equally important to
have senior leadership support these ‘bright lines.’ And,
eventually, folks know that they are not going to be able
to launch an insecure website.
It is a good idea to establish a cross-functional governance team, including practitioners and senior leaders, to
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help assess and accept InfoSec risk. You don’t want to
run every exception up the
proverbial flagpole, so the
CISO needs to help the governance team identify what
reasonable exceptions to the
policy are. For example, the
Renee Guttmann
company may allow websites
to launch with low-risk issues and a plan to address them within 90 days. You and
the team have to be pragmatic. There is no such thing as
perfect security.
What’s your experience with outreach? How much time
do you spend evangelizing security with the business
units or having your team embed with other groups?
It seems that successful security organizations are
sometimes consultants and educators and other
times, the guardians of the gates.

Most of my jobs have been global, and IT was also distributed. In each case, I had folks who worked for me overseas and, sometimes, they also reported to the regional
lines of business.
We spent a fair amount of time educating key stakeholders and on overall employee awareness. I once told
1,000 people in IT that I considered them part of the
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team. Just as it was important for my team to understand
and support others, it was equally [imperative] that everyone, including employees and consultants, understood
the importance of protecting company information.
You know the InfoSec program is working when folks
know who you are and they are comfortable calling you
when there are issues. This goes back to … the ‘no-blame
game.’ As a CISO, I would rather know about a potential
problem early on so that I can address it in a timely manner. I tell people, ‘There are always small fires burning,
just don’t let them burn the building down.’
How long does it take you to get into the role? I’ve always felt that as the scale of an organization increases,
it takes longer to really understand what’s going on—
I’m a control freak! Do you have any particular method
that you use? Is it a process for you, or is it always
different?

One of my managers gave me a gift: He sent me a book
with a recipe for getting started during my first 90 days.
And the book advised [managers] to ask people three
questions: What’s working? What needs to be improved?
And, what don’t I mess with? It was amazing how well
this worked, in terms of being able to quickly identify [areas] where the information security program was considered successful and [areas] where adjustments were
needed to people, process and technology.
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I told my team, ‘Perfection is the enemy of success.’ I
have a sign in my office that says I laugh because I have no
idea what’s going on. Being able to laugh when you don’t
have all the answers, and admit you don’t know everything, is critical to longevity—personally and professionally. By the way, I had no idea you were a control freak!
By ‘control freak’ I mean that I am always uncomfortable
unless I understand things very well. That was a difficult
thing for me to recognize professionally, because I think
it implicitly limits the size of the organization I can work
effectively in. When I look at the positions you’ve held, I
get dizzy. How do you know what’s going on levels down
from where you are? My attitude is ‘trust … but verify,’
and I always lack enough bandwidth for the ‘verify’ part.
How do you balance that?

This goes back to … managing risk. I don’t actually use
the word security unless I am talking about my 160-pound
dog. This is also why you need to have a strategy that is
well socialized along with buy-in. It takes a village or
a neighborhood-watch program to be successful. I also
think that for InfoSec to scale you need people, process
and technology. I get concerned by remediation plans
that are overly manual and require someone to look at
little tiny lines of print for a few hours at a time. Not to
harp on this, but bad things do happen. There are degrees of bad when it comes to InfoSec, and you need
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to focus on the things that are really important to the
organization.
Any do-overs or mulligans?

Hindsight is wonderful but—yes. First, I would have
hired more college graduates, returning vets and interns
sooner in my career. They bring perspective and credibility to the team. I can tell you that the 20-somethings
in marketing, who work on the social media program,
would rather hear InfoSec-speak from my 20-something
employee than me. Second, I would have said ‘thank you’
more often to system administrators, employees—for reporting suspicious activities—my team, consultants and
peers. I leveraged all the company-sponsored mechanisms for recognizing people, but it really takes a village,
and you need to celebrate success. You need to have metrics that show success, too.
Last words?

As a CISO, it’s important to be knowledgeable about how
the state of InfoSec is evolving. Yesterday’s due care may
be tomorrow’s negligence.
I recommend that InfoSec practitioners [consider the
ruling] in the T.J. Hooper case—two barges being towed
by tugboats that sank in a storm in the 1930s. The barge
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owners sued for negligence, noting that the tugboats did
not have functioning weather transmission radios. The
tugboat owners countered that weather transmission radios were not an industry norm.
Judge Learned Hand ruled in The T.J. Hooper, 60
F.2d 737 (2d Cir. 1932) that the tugboat owners were
liable:
Courts must in the end say what is required; there are
precautions so imperative that even their universal disregard will not excuse their omission.
In other words, if there is a practice that is reasonable
but not universally ‘customary,’ it may still be used as a
measure of the standard of care. Doing the minimum
necessary or simply adhering to regulations is not
enough. The cloud, the Internet of Things and mobile are
changing everything, and we need to work as a community and with our vendors—including emerging technology companies—to develop the products and solutions
that will enable us to support our organizations going
forward. n
MARCUS J. RANUM, chief security officer of Tenable Security

Inc., is a world-renowned expert on security system design and
implementation. He is the inventor of the first commercial bastion
host firewall.
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‘KEYPOCALYPSE’
ANOTHER
BARRIER TO
ENCRYPTION
SYSTEMS
Encryption deployment can
reduce the impact of a security
breach. But the complexity
of key management prevents
some companies from wider
adoption.

By Robert Lemos
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In 2008, criminals stole part of the source code for
Nokia’s mobile operating system, Symbian, including
an encryption key that the phones used to make sure
any software update was legitimate before allowing it
to install. Nokia reportedly paid several million euros
to the criminals for promises to not release the key, at a
time when the mobile operating system dominated the
global mobile market and was used by multiple device
manufacturers.
The blackmail case, which recently came to light in
Finland, is still under investigation. The Windows Phone
OS became Nokia’s primary smartphone software in 2011,
and in April of this year, Microsoft acquired the Nokia
Devices and Services business.
While most enterprises do not depend on a single encryption key, many do rely on a single store of keys to
ease the management of their encryption infrastructure.
Attackers increasingly target these key stores and servers,
according to experts. Yet many companies do not know
how their keys are being managed.
“Proper key management is really important,” said

U N L O CK IN G E N CRYP T I O N

EDITOR’S DESK
APPLICATION
SECURITY
A CHAT WITH RENEE
GUTTMANN
UNLOCKING
ENCRYPTION
BLACK MARKET
BARGAINS
INDUSTRIAL SECURITY
CONTROLS
BEYOND THE
TRUECRYPT AUDIT

Bob West, chief trust officer for encryption service
CipherCloud, and a CISO in the financial industry. “I
did a project at one former employer, and 40% of the
SSH keys were exposed to the Internet.”
Employees who have unfettered access to valuable
keys are another worry. Terry Childs, the San Francisco
computer technician who locked the city out of its own
payroll and law enforcement systems, had “the trump
card,” in the words of his boss, to access City Hall’s systems and could have brought down the FiberWAN network. While Childs received a four-year sentence in 2010,
the situation was as much the fault of the city of San
Francisco’s IT department, which failed to recognize the
dangers of not separating key management—in this case,
passwords—and access to the data. (See Figure 1.)

DEPLOYMENT STILL LAGS
Despite the problems of lost keys, single points of failure and rogue insiders, the threat of having unencrypted
data stolen is a much bigger risk, according to Pete Nicoletti, CISO of cloud infrastructure provider Virtustream.
“You should be worried about getting encryption in place,
and then make sure you have the ability to manage it
securely.”
Yet while most of Virtustream’s customers require
the five-year-old cloud provider to encrypt their data, encryption technology to many clients is nothing more than
checking off a compliance box. “Encryption should be
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FIGUR E 1

Key Management
Deployment Models
Key management tasks are well
defined but the organization
does not have dedicated staff or
tools to perform them

5225+23p

HOME

52%

23%

Key management is viewed
as a distinct discipline that is
defined or performed by dedicated or specialist staff and
associated tools according to
well-defined practices

25%

Key management
activities are ad-hoc
with minimal or no
formal definition

SOURCE: PONEMON INSTITUTE, 2013 GLOBAL ENCRYPTION TRENDS STUDY
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considered a mandatory best practice, but a lot of customers are considering it a nice-to-have—they prioritize a lot
of other things before encryption,” he said.
Companies should avoid viewing encryption as a cureall, but many organizations could ratchet up their data
protection by deploying these systems more widely.
Virtustream has deployed encryption to isolate and protect clients’ data, to restrict its own employees from

“With encrypted data, if it is stolen,
companies can focus on what they
did wrong,” said Virtustream CISO
Pete Nicoletti, rather than scramble
to respond to a massive leak.
accessing the data, and to make it much less likely that
attackers can steal the information. “With encrypted
data, if it is stolen, companies can focus on what they did
wrong,” Nicoletti said, rather than scramble to respond to
a massive leak.
The problem for companies looking to add more
depth to their defenses is that encryption makes everything more complex. As such, few companies have widely
deployed the data protection. Only 30% of the 4,802 business and IT managers surveyed by the Ponemon Institute
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in a 2013 Global Encryption Trends Study reported
that their organizations “extensively used” encryption
technologies.
That’s despite the benefit
of encryption technologies
when data is exposed. AcPete Nicoletti
cording to a Q2 Breach Level
Index, published in July by
SafeNet, only 10 of the 237 reported breaches worldwide
(based on public sources) had encrypted data. Of those
reported incidents, which represented 175 million data
records, only two—less than 1%—were considered “secure breaches” that protected compromised data with encryption, key management and authentication, making it
extremely unlikely that thieves could have accessed the
information, according to the data protection company’s
research.
“There is only a small percentage of companies that
do this well,” said Jon Oltsik, senior research analyst at
Enterprise Strategy Group. “And the rest of them are
doing it tactically, and only with a lot of kicking and
screaming.”
Communications encryption has become standard for
most enterprises. Yet insecure communications still exist,
especially with newer mobile devices. Of 2,100 mobile
applications tested in October and November 2013 by HP
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Security Research from a sampling of 600 Global 2000
companies, 18% did not use secure HTTP for sensitive operations, such as logging in, and another 18% incorrectly
implemented HTTPS or SSL.
And communications encryption is the easy part. Encrypting stored data—commonly referred to as “data at
rest”—involves the complex tasks of distributing keys,
classifying data and ensuring that the endpoints’ applications can read the information. Usually, encrypting stored
data focuses on four areas: laptops, smartphones and tablets, internally managed databases, and data storage in
the cloud.

DATA DIASPORA
Because laptops so often disappear, every mobile PC
should have encryption as a matter of course, according
to Erik Heidt, research director for Gartner for Technical Professionals, security and risk management strategies
group. “It is not 1999 anymore,” said Heidt. “There is no
reason not to be encrypting laptops, or for that [matter],
mobile devices.” Organizations that fail to encrypt the
hard drives of laptops are out there, according to Heidt,
“but if you are not doing it, you are definitely a laggard.”
Many companies apparently fail to take these basic
precautions. Only 30% of stolen laptops had encrypted
hard drives, according to a benchmark 2010 Ponemon
report, “The Billion Dollar Lost Laptop Problem,” based
on survey data from 329 U.S. companies. (The research,
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sponsored by Intel Corp., exclusively studied the costs
associated with missing laptops.) The surveyed companies during the previous 12
months had lost 263 laptops
on average, each with an estimated value of $49,246—
Erik Heidt
breached data represented
80% of that value. Devices
with sensitive or confidential data were more likely to
have encrypted hard drives, according to the findings,
and most likely to be stolen.
Compared to laptops, encryption on mobile devices
is more difficult, according to Heidt, requiring not only
the encryption of the data storage, but data loss protection technologies and, potentially, containerization. “You
have to support far more technology—multiple devices,
different operating systems on those devices,” he said, “so
it really blows up in terms of complexity.”
Local databases are another common focus of encryption efforts, after encrypted backups and virtual private
networks, according to Ponemon research. As data stores
move into the cloud, it becomes even more complex. A
number of companies, such as CipherCloud, offer technologies that encrypt data before it goes into the cloud
and have created techniques for allowing the data to be
searched and processed, even after encryption.
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With companies collecting more data and more of
the information dispersed among mobile users or in the
cloud, businesses need to take a measured approach to
deploying encryption in a data-rich environment.
“For an enterprise today, a lot of the disruption
happening in the market is due to cloud, mobile and
big data—that’s affecting their data-protection strategies,” said Derek Tumulak, vice president of product

management at encryption provider Vormetric. “The
wrong approach can prevent you from realizing many of
the benefits from those trends.”

FROM POLICY TO PROCESS
A common approach to protecting data in the enterprise is to take stock of the business’s data, understand
the threats to that data and create a policy. Companies
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F IG URE 2

Key Management Strategy Drivers
50% 52%

n FY 2012

50%
42%

n FY 2013

33% 36%

30%30%

31%

28%

4% 4%
Increase business
efficiency

Reduce
operational costs

SOURCE: PONEMON INSTITUTE, 2013 GLOBAL ENCRYPTION TRENDS STUDY
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Improve
security

Demonstrate
compliance

Reduce
complexity

None
of the above
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also need to know what devices and applications can be
trusted and how policy can be enforced among disparate
mobile devices and in the cloud, said Kevin Bocek, vice
president of security strategy for Venafi, a key-management provider.
“It all starts with knowing what you’ve got,” Bocek
said. “Most organizations we work with don’t know how
many keys they have, where they are using encryption,
and what applications and devices are really trusted.”
Companies should pay particular attention to key
management, which is arguably the most important part
of an encryption system, especially as organizations encrypt more data and the infrastructure rapidly becomes
more complex. “You find yourselves needing to encrypt
more,” said Tsion Gonen, SafeNet’s chief strategy officer,
“[and] you are going to find yourselves with a gazillion
keys running around and no central point of management.” Some enterprises currently deal with encryption
keys generated by as many as 15 systems. (See Figure 2.)
Vendors are trying to solve the key management problem, but interoperability between encryption systems
is still lacking. The OASIS Key Management Interoperability Protocol (KMIP) for streamlining and standardizing communications between encryption products could
solve that issue in the future. In February, 11 encryption and software vendors—Dell, IBM, Oracle, SafeNet,
Thales e-Security and Vormetric, among others—demonstrated their products working together, but more
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support is necessary.
The need for the technology is undeniable, said Vormetric’s Tumulak. “A lot of
organizations don’t want to
have islands of encryption,
where you have five different vendors and five differBob West
ent solutions out there,” he
said. “If you can reduce the
number of vendors from 10 to two—that can really help
your process.”
Bringing more standardization to the encryption
products is necessary, but even with that major development, encryption will not be a panacea, experts caution.
Even properly implemented encryption means little if an
attacker gets onto someone’s machine or an employee
goes rogue. And in some cases, encryption can enable an
attacker, especially if secure communications channels
inhibit a business’s visibility into what is happening on its
network.

ENCRYPTION EVERYWHERE
The fall of the enterprise network perimeter has made the
future of encryption more certain. With data moving out
to the cloud and on mobile devices, encryption is not only
good for security, but necessary for the future of business,
said Gartner’s Heidt.
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Encryption will actually create more business opportunities for cloud providers, not only assuaging worries
that some third party—whether a foreign government
or malicious hacker—will get access to the data, but also
gracefully handling sticky problems, such as how a cloud
provider can prove that data has been deleted.
“Deleting a file on your hard drive, does not mean that
it is not there—from a forensics perspective—and deleting a file in the cloud is even more of a problem, since
you don’t control the hardware,” Heidt said.
If, instead, the company holds the key to that data,
then it can delete its own key and the business is assured
that the data is no longer accessible.
As data moves outside the company firewall, more
businesses are looking to encrypt the data and continue

BEYOND THE
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to determine policy for the information. Yet it is not a
standalone solution, and businesses need to create policies that incorporate encryption, not just rely on it, said
Sandy Carielli, director of data protection at security firm
RSA.
“Encryption is part of a strong defense-in-depth strategy,” she said. “You can’t just do encryption, you can’t
just do better coding practices—you have to do a variety
of tactics.” n
ROBERT LEMOS is an award-winning technology journalist, who

has reported on computer security and cybercrime for nearly 17
years. He currently writes for several publications focused on
information security issues. Follow him on Twitter @roblemos.
Send comments on this article to feedback@infosecuritymag.com.
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What Can You Buy for the Price of a Malware Kit?

While attackers spend their cash on specialized malware kits that can cause $3.5 million of damage during the average
breach, we’ll take the premium smartphone or designer handbag.
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MALWARE TOOLKITS

$235, 1 week of groceries for a family
of four

>

$200

Neutrino Bot Malware Kit,
for DDoS attacks

>

$199, entry-level tablet, 8.9” screen,
4GB HDD

$691, premium smartphone unlocked,
16GB

>

$500

Betabot 1.6 Remote Access Trojan
Kit, for DDoS attacks and stealing
sensitive data and passwords

>

$491, baseball game for family of four
with tickets, parking, hot dogs, drinks
and baseball caps

$550, designer handbag

>

$500

Jolly Roger Stealer specialized
malware, to steal log-in
credentials

>

$448, latte every day
for four months

>

$910, one credit hour, private 4-year
college

>

$1,940, two road-trips from New York
City to San Francisco and back
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$1,501, 7-day cruise for one person

>

$1,000

Stoned Catbot Mobile Malware
Kit for Android, to read and send
text messages from victim’s
phone

$3,125, 10% down
payment on new car

>

$2,000

MP Rocker Ransomware
to encrypt victim’s phone

SOURCE: TRUSTWAVE SECURITY RESEARCH
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OPERATIONAL
CHALLENGES AS
CYBERSECURITY
GETS ‘SENSORED’
As networking technologies
move onto the factory
floor, security executives
must bridge the gap between
IT and industrial control
systems.

THERE’S A DISCUSSION going on in offices, plants and fac-

tories that may result in crossed arms and staredowns
between information and operations technology teams
because one team just “doesn’t get it” when it comes to
understanding the other’s security issues.
Aren’t all computer and processing systems the same?
The answer is: Absolutely not! As Tim Conway, technical director of industrial control systems security for
the SANS Institute, noted in an August 2013 interview
with Computer Engineering magazine:
When you take people with an IT background and
bring them into an industrial control system environment there’s a lack of understanding from operations
[as to] why they’re there, and there is a lack of understanding of the specific controls environment needs
from IT.

By Ernie Hayden

23 INFORMATION SECURITY

n

SEPTEMBER 2014

As systems based on TCP/IP, Ethernet, Linux and
Windows have moved into industrial control systems
and supervisory control and data acquisitions (SCADA)
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networks, operations technology faces IT security
challenges.

ALIGNMENT OF IT AND OT
The majority of security executives have a pretty good
sense of what information technology includes; essentially, IT is key to the underpinnings of the business—it
keeps the information flowing, email running and databases populated. Operations technology (OT) is a recently
coined term. It refers to the industrial control systems that
keep power plants running, manage factory process lines,
and essentially work together to achieve an industrial objective, such as manufacturing, transportation or energy
generation. According to technology consulting firm Gartner, OT is hardware and software that detect or cause a
change through the direct monitoring and/or control of
physical devices, processes and events in the enterprise.
To better understand the nuances, take a look at the
differences between the staffers who manage IT and OT
systems. The IT department works on the “enterprise
side” of the business, typically, reporting up the chain of
command to the chief information officer. These technicians and engineers normally work on Windows workstations and servers, email systems and enterprise resource
planning systems. The OT technicians work under the
operations or manufacturing management teams. They
are focused on the smooth operation of industrial systems-based equipment, such as programmable logical
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controllers; pressure, temperature and level sensors;
valve and motor controllers; and so forth.
Historically, OT systems and components were nonnetworked, standalone devices that never touched the
enterprise or IT side of the business. Alternatively, if the
devices did have any “computerization,” they usually ran
a proprietary control protocol using specialized software
and hardware. Over time, however, IT capabilities were
inserted into existing physical and OT systems; for example, the original mechanical governors used on motors
and steam engines have been replaced by embedded digital controls.

FUNDAMENTAL DIFFERENCES
Legacy industrial controls used in manufacturing are beginning to be replaced by OT that resembles IT systems,
but fundamental differences remain. One of the better—and readily available—comparison tables is in the
National Institute of Standards and Technology Special
Publication 800-82, Revision 1, Guide to Industrial Control
Systems Security. A summary of these fundamental differences between IT and OT systems, with some added perspective, is shown in the table on pg. 25.
As the NIST comparison table illustrates, a profound
difference between IT and OT still exists, and these gaps
raise issues regarding operating practices, software patching, system upgrades and other security and networking
(Continued on page 26)
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IT SYSTEM

CIO, computer science grads, “WinTel geeks,”
younger generation

n

Primary Players

Data confidentiality and integrity
Automating business processes
n Information

management and manipulation

OT SYSTEM

Engineers, technicians, production managers and staff, older
staff who moved “up through the ranks” from line operator to
technician

n

Safety and protection of the process
Response to human and other emergency interaction is critical
n Controlling

physical processes

n

n

Primary Focus

n

n

Component Lifetime

n

Security Approach

n

Performance
Requirements

Data

Interfaces and
Networks

Change
Management
Managed Support
Component
Location

3 to 5 years

n

Confidentiality, integrity, availability

n

Not real-time
High throughput demanded
n High

delay and jitter may be acceptable (e.g., video)

Availability, integrity, confidentiality

Real-time
Response is time-critical
n High

delay and jitter is not acceptable

n

n

n

n

Complex data type
Multilayered analytics
n Low

data rate (10K messages/second)

Simple data type
Just-in-time analytics
n High

data rate (1M messages/second)

n

n

n

n

Web browser
Keyboard
n TCP/IP-based

n Typical

IT networking practices

Human-Machine Interface
Sensors
n Coded

displays and touch screens
n Serial-based

(moving to TCP/IP)

n

n

n

n

ITIL processes are appropriate. Software changes
applied in a timely manner. Patching procedures
often automated

n

Allow for diversified support styles and vendors

n

Components usually local
Easy to access
n In

controlled temperature environment

OT outages must be planned and scheduled days/weeks/
months in advance. Patching reboots difficult to schedule and
negatively impact productivity

n

Service support usually via a single vendor

n

Components can be isolated, remote
Require extensive physical effort to gain access
n In

high/low temperature, high-humidity environments

n

n

n

n

SOURCE: NIST SP 800-82, REV. 1, GUIDE TO INDUSTRIAL CONTROL SYSTEMS SECURITY
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(Continued from page 24)
functions. Patching IT systems is fairly straightforward
and essentially has become a regular task for the IT staff
that deals with Microsoft’s monthly Patch Tuesday and
constant bug fixes. Because industrial systems are systemic and small changes can have large impacts, OT
engineers store patches until the next plant or factory
outage when these fixes can be installed on the affected
systems: A simple patch and reboot is out of the question.
Industrial systems may also run older versions of embedded Windows systems—a security risk to many IT departments—because manufacturing does not adhere to the
shorter upgrade cycles common in IT environments.

NETWORKING THE FACTORY FLOOR
Changes relative to both the IT environments and industrial control systems are afoot. More industrial control
systems are becoming TCP/IP-centric as legacy plant systems—after 15 years of solid service—are finally retired.
The newer components and operating schemes more
closely resemble those of their IT cousins.
The labor force and skillsets are also evolving: Many
industrial control system technicians who managed legacy HMI devices with proprietary software and touch
screens are retiring or leaving the workforce. It’s difficult
to locate experienced operations staff as younger, TCP/IPtrained technicians enter the OT ranks. This changing of
the guard may help smooth any resistance between the
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siloed IT security and OT teams as the lexicon of the two
groups becomes more in tune.
Security executives and associated management need
to realize what the differences are between IT and OT and
manage expectations to create secure networking environments. As Gartner analysts wrote in their 2012 report
“Hype Cycle for Operational Technology”: There are significant opportunities to be derived from aligning IT and
OT, but they will not be easily gained in the short term.
Patience will be required as the IT and OT cultures
merge. And executives who have knowledge of the differences need to take action to help with these conversations to avoid IT security and OT organizational boundary
disputes.
Senior executives need to recognize that security policies, practices and procedures are different for IT versus
OT. While IT is focused on protecting complex data environments, OT is tasked with high system availability in
real time. Many information security professionals have
strengths in IT, but industrial control system security is
not their forte. The SANS Institute is spearheading an industrial control systems and cybersecurity certification
initiative that includes training and Global Industrial Cyber Security Professional certification.
The CISO of one major consumer products manufacturer recognized this difference. He established an industrial controls security manager on his staff to not only
focus on OT security issues but also to aid in the dialogue
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between both groups. The industrial controls security
manager is especially helpful when both teams are working on legacy systems and making changes to more “ITcentric” controls.
Security and risk professionals must look hard at the
processes and procedures already in place for such areas
as IT governance, procurement and configuration management. The operations organization must be woven
into the governance processes and conversations in order
to avoid an IT versus OT debate later on. Also, executives
from both groups need to recognize that there are architecture variations between IT and OT systems and strive
for an integrated planning and implementation scheme
to help all teams focus on business outcomes and not on
technology wars.
Finally, Eric Byres—chief technology officer for
Belden and the founder of Tofino Security—has recommended the following actions to bridge the divide between IT security and OT:
■■ Annual

staff surveys to measure cooperation between IT security and OT and look at utilization of
resources, trust issues, conflicts, clarity of goals and
objectives;

■■ Cross-department

training for both technical training but also to support values and behaviors expected
to foster cooperation and communications;
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■■ Cross-functional

teams to develop policies, standards
and projects with both IT and OT perspectives;

■■ Reach

over the wall to encourage the IT security and
OT teams to interact and be willing to walk in the
other team’s shoes. This “bridge” is supported by the
security and operations executive teams taking the
same actions.

THINK BIG –START SMALL
Take time to look at “quick hits” and greenfield opportunities, such as building a new factory, to bring IT security
and OT teams together for projects. Lastly, recognize
that this alignment between siloed technology teams will
take time, but when the IT and OT staff see that senior
security management is involved in these efforts, morale
will improve and cooperation should move quickly
ahead. n
ERNIE HAYDEN holds certifications as a Global Industrial Cyber

Security Professional (GICSP), Certified Information Systems
Security Professional (CISSP) and Certified Ethical Hacker
(CEH). He is an executive consultant at Securicon, LLC, and
was previously global managing principal for critical infrastructure
and industrial controls security at Verizon. He has also served
in information security officer and management positions at the
Port of Seattle, Group Health Cooperative (Seattle), ALSTOM
ESCA and Seattle City Light. Send comments on this article to
feedback@infosecuritymag.com.
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Open Source Needs Serious
Security Help

Traditional open source projects just aren’t going to produce
secure code. BY ROBERT RICHARDSON

T

HE CLEAR TAKEAWAY from the community-

funded project to perform a transparent
security audit of the TrueCrypt encryption utility is … well? Honestly, it’s not
entirely clear what happened: The first
of two phases of the audit found no major issues. Then,
the anonymous creators of TrueCrypt, out of the blue, declared the utility insecure and their open source project
dead.
Whether TrueCrypt is fit to use or not—I have no idea,
but I’m now suspicious of it—its audit and demise raise
key questions about security in open source software.
Johns Hopkins’ Matthew Green, and others, thought we
needed an ongoing group to perform security audits of
important open source products. This gave rise to the
Open Crypto Audit Project (OCAP), which addresses at
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least the tip of the security iceberg by focusing on auditing open source crypto libraries and tools. But it leaves
the rest of open source (which is practically all of it) without a security auditing team of record; we can probably
let that rest until we can, at least, trust the crypto.
The community-driven OCAP definitely brought in
some of the Internet’s heavy hitters. The folks behind
OCAP saw right away that they’d have to involve people
who are widely recognized and trusted within both the
open source and global security communities. The Technical Advisory Board includes industry veteran Bruce
Schneier, Matasano Security’s Thomas Ptacek, computer
security researcher Moxie Marlinspike, and others with
significant crypto cred. The board of directors includes,
among others, Marcia Hoffman, the lawyer I’d call if the
Department of Justice came after me.
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This community-driven initiative is exactly the sort of
thing that ought to be happening, and I’d encourage you
to drop by opencryptoaudit.org and offer to help them
out. Just for starters, you might help them get the “Contribute” page working. Judging from their “Press” link,
they could use some help in the PR department as well.
I’m not saying this out of snark, but just that it needs doing and it’s worth it.
Getting back to that iceberg, though: What about the
security of all the open source stuff out there that isn’t a
crypto library? Some of it gets sort of beaten into shape
(the Firefox browser, say) because it gets so roundly and
unceasingly attacked. But what about all those random libraries out there? Some commercial services will, at least,
help you catalogue what you’re using and identify known
vulnerabilities. But who’s going to audit the actual code?
If we’re honest, the answer is almost certainly that no
one is going to do it. And it’s not really even the right way
to tackle the problem. If we want secure code (whether
commercial or open source), the best approach is to develop it securely from the outset. Doing this, we’ve seen,
requires a kind of commitment to security that most companies doing software development seldom muster.
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But open source tends to be something of an agglomeration of programmers—some brilliant, some boneheaded—around a core developer or two. I think it just
might be possible to influence the small group of programmers at the core of each open source project to create a culture that develops secure code. In fact, in some
ways it might even be easier to do with open source projects because they, for the most part, don’t face the arbitrary deadlines of the commercial world.
So maybe there’s room for a cousin to OCAP, some
sort of Secure Open Source Institute. I don’t mean something like the Open Web Application Security Project,
which of course does focus on secure development, but
rather an organization that helps the leaders of projects
communicate the security requirements for their work
and which perhaps provides limited architectural audit
resources—enough to get the initial framework of the design in good, secure order. Not an easy undertaking, but
until then aren’t we, more or less, just guessing about the
security of open source code? n
ROBERT RICHARDSON is the editorial director of TechTarget’s

Security Media Group. Follow him on Twitter @cryptorobert.
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