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1.0 Introduction

MSPI ObjectXE is a peer-to-peer, Private Object Exchange Solution(POES) for Windows
10and Windows 8.1.

Utilizing a fully -self-contained architectural model, ObjectX enables a team of
geographically distributed persons to exchange, in a private and secure manner,
sensitive objects such as encrypted videos audios and images. Specifically, encrypted or
un-encrypted objects of any type may be privately and securely stored, managed and
exchanged with ObjectX.

ObjectX uses one or more Microsoft Azure BLOB (Cloud) Storage Accounts, which you
own, control and fund, for the long term storage of your encrypted and un-encrypted
objects. In this document, the words Obiject, File and Item are used interchangeably.

The acronym Binary Large Object(BL OB) was i ntroduced to the worl
by database designer Jim Starkey of Digital Equipment Corporation (DEC). He defined

the BLOB as a data type for the storage and manipulation of large, unstructured

multimedia entities with in relational databases.Microsoft has carried this term, and its

associated concepts, forward into the design and implementation of their well -

engineered and highly -dependable Azure BLOB Storage Service.

Using your Azure BLOB Storage Account, ObjectX automatically creates 32 cloud-
resident 0 V a u | far ¢hé storage of your encrypted and un-encrypted objects. The
ObjectX User can Upload, Download, List, Move, Copy and Delete multiple vault
objects with easyto-use Vault Operations. The ObjedX User can also Rename vault
objects on a oneat-a-time basis.

ObjectX Encryptoni s perf ormed on the User ds bjecstoput er pr
an ObjectX Vault. ObjectX Decryptioni s al so performed on the User.
after downloading encrypted objects from an ObjectX Vault. ObjectX
Encryption/Decryption Keys are known -by and controlled-by, only you. Thus,

encrypted objects, during their period of residency within ObjectX Vaults , remain safe

and unusable.

ObjectX shares the same encryption/decryption techno logy used by MS P | CodeBookE
Both MSPI software products utilize Strong, Professional-Grade, 256-bit Advanced
Encryption Standard (AES), FIPS 1462 Compliant, Symmetric-Key Encryption. As a
consequence, files encrypted by CaleBook can be decrypted by ObjectX and files
encrypted by ObjectX can be decrypted by CodeBook, but only if the file custodian

knows or is given the proper encryption/decryption key.

MS P I Ob j, éke tMSH CodeBookE , is sold exclusively through the Microsoft
Windows Store. Visit there by c¢cl i cking your Wianddhervesterth&t or ed i c
search term 0O MSPI 6 to o https:/wivw.mievasadt.com/en -
us/store/apps/windows . MSPI products ar e found under t he 0Secur.i

Security/ Paiddé subsection.
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2.0 Designed for Privacy, Security and Ease -of -Use

I n todayos onl ine wor | d,excellenth e lPublic-Cerdric, e many
file/object/multimedia storage and sharing solutions available. These indude YouTube,

Vimeo, Flickr, SlideShare, Screencast, Animoto, Box, Dropbox and others. For

comparison purposes, the key ObjectX characteristics are described below:

A ObjectX uses a Secure, UserOwned and Controlled , Cloud-Resident,
Central Object Repositor y. ObjectX uses one or more of your Private
Microsoft Azure BLOB Storage Accounts for its central object repository .
These accounts areexclusively controlled and funded by you. You create
and delete them as you require. Each such account has a uniqueset of
credentials that include {TheAccountName, ThePrimaryKey}. You
provide a credential set to only those persons with which you need to
exchange objects. This group of persons is typically a 0 P u fSpeoific e
T e a midhe Team, and its central object repositay, may remain in place
for a short period of time (e.g., Weeks/Months) or may persist over a
period of years.

A ObjectX is a Fully -Integrated, Purpose-Built Application and Ul
ObjectX does not use a Web Browser to host is User Interface (Ul). The
Applicat ion, User Interface, Azure Access technology, Encryption and
Decryption technology, Internal Security and Vault Operations
technology are all integrated into the seamless and easyo-use
ObjectX.Net application. Each participating member of a team must have
the ObjectX application installed on their Windows 10 or Windows 8.1
computer.

A ObjectX Provides In-Transit Object Encryption . Like all of the
competitive offerings, ObjectX uses HTTPS/TLS (Transport Layer
Security) protocol for uploading and download ing object streams. By
itself, however, this technology is not necessarily sufficient to protect
your sensitive information as it transits the global Internet. Please
CTRL+Click this link https://weakdh.org/  to see a desription of a
recently-emerged and relevant attackc al | ed aLogJamé

A ObjectX Provides Strong, End-to-End, 256-bit, AES Symmetric -Key
Object Encryption . In addition, like some of the competitive offerings,
ObjectX provides the integral capability for Users to Strongly Encrypt
objects prior to uploading them and Decrypt the objects after they have
been downloaded. This technology, by itself, is sufficient to protect your
sensitive information as it transits the global Internet and also while it is
at-rest on any storage device. Thi s i s refer sioeEdnd b o as O0ENnd
encryption. To achieve this level of object security, ObjectX uses Strong,
ProfessionalGrade, 256hbit Advanced Encryption Standard (AES), FIPS
1402 Compliant, Symmetric -Key Encryption.

A For ObjectX End-to-End Encryption , the User Controls the Keys . For the
Strong, AES Encryption described above, the ObjectX User has Full and
Exclusive control of the Encryption Keys.
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A ObjectX has General Applicability . Since ObjectX can encrypt/decrypt
and store/retriev e objectsof all types, it may be used in all industries and
by professionals and individuals in all walks of life. Some example
application areas include:

Drone Videos Business Law Enforcement Finance
Government Military Medical Dental

Legal Clergy Science Engineering
Technology Education Entertainment Data Storage
Data Archival Real Estate  Etc.

Figure -1: MSPI ObjectX Simplified Architectural Model

The Internet

Your Microsoft
Azure Account

BLOB Storage
Account (1 of N)

ObjectX
Vaults
1-32

2.1 Multi -User Mode of Operation

If two or more persons are using ObjectX, and they are all accessing the same Azure
BLOB Storage Account, then the environment is considered to be Multi-User. Here is a
list of characteristics that define the ObjectX Multi -User mode of operation:

A Two or more persons are using ObjectX and they are all accessing he
same Azure BLOB Storage Account.
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Each participating person knows the credential set {TheAccountName,
ThePrimaryKey} of the common Azure BLOB Storage Account and has
selected that accountas the current account.

Objects, both Encrypted and/or Unencrypted , are being exchanged via
ObjectX Vaults.

SOSme individuals are OProducerso of
of objects. As a function of time, these roles typically change backand-
forth.

The Microsoft Azure BLOB Storage Service managesConcurrencyissues.
Concurrencyissues arise when multiple users are attempting to update the
same objec{s) simultaneously . See Section 4.2 for further information on
this subject.

2.2 Single -User Mode of Operation

ObjectX may also be used by only a single individual. If this is the case, then the
environment is considered to be Single-User. Here is a list of characteristics that define
the ObjectX Single-User mode of operation:

A

A

Only one person is using ObjectX and that person may be accessing one
or more Azure BLOB Storage Accounts (i.e., but only one account at a
time).

That person knows the credential set {TheAccountName,
ThePrimaryKey} of the Azure BLOB Storage Account(s) and is probably
the Owner, Funder and Creator of those account(s).

Objects are not exchanged with others.

The individual is probably using ObjectX and their Azure BLOB Storage
Account(s) for cloud -resident storage/backup/archival of Encrypted
and/or Unencrypted objects of importance.

Concurrencyissuesare not applicable.

3.0 The ObjectX UserInterface (Ul)

The ObjectX Top Level User Interface is composed of nine (9) active, clickable tiles and is
shown in the figure below. A brief descr i pti on of e a cshartsthérd and s pur p o s
continues after the figure.

A

CONNECT To Azure 09 Allows the User to connect to a specific Microsoft
Azure BLOB Storage Account. If the User wants to see and operateupon
their cloud-resident objects, then they must make this connection. If they
just want to use ObjectX to Encrypt or Decrypt Local Files, for example,
then they do not need to make this connection.

ENCRYPT Local Files 8 Allows the User to specify the Encryption Key,
select the Folder/Location of the files, select the files, and initiate
encryption.

Copyright 2015, Mobility Software Products, Inc., All Rights Reserved
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Figure -2: The MSPI ObjectX Top Level User Interface

ObjectX
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A DECRYPT Local Files - Allows the User to specify the Decryption Key,
select the Folder/Location of the files, select the files, and initiate
decryption.

A VAULT Operations - Allows the User to perform ObjectX Vault
Operations. Connection to Azure is required. The VAULT Operations tile
is disabled until a successful connection to Azure is established.

A ABOUT 8 Displays a brief, general description of the ObjectX product.
A VERSION 8 Displays the ObjectX version information.

A SETTINGS Allows the User to specify the desired Azure BLOB Storage
Account credentials. Also, allows the User to optionally register ObjectX
with MSPI.

A MSPI Support & Displays the information needed to reach MSPITechnical
Support.

A USER GUIDES Downloads and displays the latest version of this (.pdf)
ObjectX User Guide from the MSPI website.

3.1 The CONNECT To Azure Tile

Clicking this tile all ows each ObjectX User toconnect to Azure using the Microsoft
Azure BLOB Storage Account credentials that are currently stored within ObjectX.

Entering and storing a set of credentials is described below i n Section
SETTI NGS Tilebo.

Copyright 2015, Mobility Software Products, Inc., All Rights Reserved 7
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If the User wants to see and operateupon their Azure -resident objects, then they must
make this connection. If they just want to use ObjectX to Encrypt or Decrypt Local Files,
for example, then they do not need to make this connection.

Normally, 0 CONNECTI NG T avill Bezthe rfirst éaction that each ObjectX User
takes after they have started ObjectX.When the User clicks the CONNECT To Azure tile
they will see the following:

® CONNECT To Azure

Note: The 0 VAULT Operationsé tile remains dzureabl ed un
has beenestablished.

3.1.1 Azure Connection Confirmation

After successfully connecting to Azure, the User will see a confirmation message similar
to the one shown below:
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CONNECT To Azure

SUCCESSFULLY CONNECTED TO AZURE

utton below 10 proceed with Normal ObjectX Usage

Oncethe User has returned to the top | evel
enabled and the application name (ObjectX) will be displayed in blue indicating that a
connection to Azure has been established.

3.2 The ENCRYPT Local Files Tile

The OENCRYPT Local Fileso tile is used for encryptin g files that are on, or accessible
from, t he Us aMhénshe Usermligks thig tile. they will see:

Files Encrypted:
Files Not Encrypted
Files Too Large to Encrypt

File:

Copyright 2015, Mobility Software Products, Inc., All Rights Reserved 9
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3.2.1 Encrypting Files with the CBIK

By default, ObjectX encrypts files with its internally-stored key calledt he 0 CHldsK ¢ .
encrypted with the CBIK can be decrypted by someone who has MSPI ObjectXE o r
MSPI CodeBookE and access tothose files.

The User proceeds by clickingt he 0Sel ect the Files to.OBncrypt
the page that appearsnext (not shown), the User must specify the following three things :

A. The Physical Location of the Files:
OneDrive

This PC

Homegroup

A Network

> > >

B. The Folder containing the Files.
C. The Files to Encrypt.

At this point, the encryption screen will look somethin g like the picture shown below. In
this example the User hasc hosen 0 Thi s PObjectX-TdatrFoldet1d and has

selected allfiles.

X
e Pl
R
-
So B o i O e e e o Al e oo e el e

== - u
DPR-AVIS-V  IMG_0220 IMG_0222 IMG_0223 IMG_0224 IMG_0225 IMG_0226 IMG_0227 IMG_0228 IMG_0229 IMG_0230 IMG_0309 IMG_0310 IMG_0311 IMG_0312 IMG_0313 IMG_0314

an-Rental

I e B Em e

IMG.0352  IMG0354  IMGO0355  IMGO0367  IMGO0390  IMG0392  IMG.0393

5 IMGO0316  IMGO0317 IMGO0318  IMGOM5  IMG0347  IMGOM8  IMG.0349

"B TEEE s

. | -
B Videos IMG0334  IMG0395  IMGO03%  IMG0397  IMGO0398  IMG0399  IMGO0400  Mechanical
o -Permit-Ap

& TI10634700A (C: plication-D
ATZMAN-.. ut

File name: | “Sub-Zero-Initial-Visit-Feb-10-2011" “DPR-AVIS-Van-Rental-Dec-20-2014-10-Dec-27-2014" “IMG_0220° "IMG_0222" “IMG_0223" “IMG_0224" “IMG_0225" “IMG_0226" “IMG_0227 "1 | | Al files

Encrypt the Selected Files with the CBIK

Next, the Userclickst he OEncrypt the SeBlekd ebdutFtidnes with

ObjectX immediately return s to the screen shown above, in Section 3.2. On that screen,
the results of the encryption will be displayed . For a small number of files, the results
will appear immediately. For a large number of files (i.e., thousands) the User will be

able to watch the Encryption Results update as ObjectX proceeds with the specified

encryptions.
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CBIK-encrypted file s have the term 0 _ C B lappénded to their name. For example, f a

fle was named 0Object2 9 . p cbéfdre encryption then it wil be named

0 Ob j269c tC B | Kaftgr éntrgption. When the file is later decrypted, t he o0 _CBI Ko wi | |
be removed leaving the original filename .

x The RECOMMENDED MAXIMUM number o f files to select for Encryption is 4,500.

3.2.2 Encrypting Files with a CBUK

To apply the most secure encryption, the User encrypts objeds using an ObjectX
CodeBook User Key (CBUK).

1. The CBUK field is case sensitive. For example, the CBUK sub-strings
0abcl236 and 06abC12306 are different.

2. CBUKs are not stored. The User who originates a CBUK is the only
person who knows thatCBUORUKOvalvaeéués Fbrgotte
objects encrypted with that key will remain unusable. Thus, a CBUK
originator is responsible for:

V Establishing a means for remembering the CBUK® s
value.

V Establishing a means for privately conveying the
CBUK® s to athan ©bjectX or CodeBook Users
who will need it to decrypt the objects of interest

To use a CBUK for encryption, the User clicks the lower radio button and then enters the
desired 32-character CBUK.

In the example below, CBUK = the titanic has been lost at sé@s been specified. ObjectX
counts the keyds Il ength for you and wil enabl e
CBUK Abbwetton when t he k&chamctelsength reaches

© ENCRYPT Local Files

to Encrypt with the CBUK Above
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A CBUK can be any 32character string of keyboard characters. For example, the 32
character st ri ng 0gaM%b. Oa $Q(MmdIPm|_Hekvdd® but difficult to
remember.

Objects/Files encrypted with a CBU K can only be decrypted by someone who has MSPI
Object XE or MSP hcceSsotathe Brergpked files, and exact knowle dge of
the CBUK used to encrypt the files.

The User proceeds by <clicking the 0Select t he Fi
On the page that appears next (not shown), the User must specify the following three
things:

A. The Physical Location of the Files.

OneDrive
This PC
Homegroup

> > > >

Network
B. The Folder containing the Files.
C. The Files to Encrypt.

At this point, the encryption screen will look somethin g like the picture shown below. In
this examplet he User has c¢hosen ObdctiTestF&der-16 &hagt ures >
selected allfiles.

X

- m @
o B v un o S B am = i o v e s s e

DPR-AVISV  IMG0220  IMGO222  IMG0223  IMG0224  IMGO0225 IMGO26  IMG0227  IMG0228  IMG0229  IMG0230  IMG0309  IMGO310 IMGO3M1  IMGO312  IMGO313  IMG0314
an-Rental-

IMG0315  IMG0316  IMGO0317  IMGO0318  IMGO35  IMGO0347  IMGOME8  IMK IMG.0352  IMG0354  IMGO0355  IMGO0367 IMGO0390  IMG0392  IMG.0393

IMG0394  IMG0395 IMGO0396  IMGO0397  IMGO0398  IMG0399  IMGO400 Mechanical N

m g ¥ f X

Next, the Userclickst he OEncrypt the SeBllkd ebdutFtidnes with th

ObjectX immediately returns to the screen shown above, in Section 3.2.2. On that screen,
the results of the encryption will be displayed. For a small number of files, the results
will appear immediately. For a large number of files (i.e., thousands) the User will be
able to watch the Encryption Results update as ObjectX proceeds

Copyright 2015, Mobility Software Products, Inc., All Rights Reserved 12



CBUK-encrypted fleshavet he term o0 _CBUKOGO aame.€arexanpletfo t heir
an original file name was 0Obj ect 30. pdf 6 then the encrypted f
00Object30_CBUK. pdf dater d¥¢hcerny pttheed UK heaviios| CBe r emove
leaving the original filename.

x The RECOMMENDED MAXIMUM number o f files to select for Encryption is 4,500.

3.3 The DECRYPT Local Files Tile

The DECRYPT Local Files tile is used for decrypting files that are on, or accessible from,
t he Us er 6 sWhemthe set cicks.the DECRYPT Local Files tile they will see the
following:

© DECRYPT Local Files

o
L ]

ct the Files to Decrypt with the CBIK

By default, ObjectX will attempt to decrypt using the CBIK.

If the User knows that they will be selecting one or more files that have been CBUK-
encrypted then they need to click the lower radio button and enter the appropriate
CBUK in the field provided.

Next, the Userclickst he 0Sel ect t hewiRihl ebsh dtuctOnte pagy p t
that appears (not shown), the User then specifies the following three items:
A. The Physical Location of the Files:
A OneDrive
A This PC
A Homegroup
A Network
B. The Folder containing the Files.
C. The Files to Decrypt.

Copyright 2015, Mobility Software Products, Inc., All Rights Reserved 13



At this point, the de cryption screen will look s omething like the picture below. In this
example, the User hasc ho s en 0 % IRPictsres P ObjectX-Test-Folder-16 and has
selected all files.

Thus, all files in this fold er, which were previously encrypted with the CBU K = the
titanic has been lost at sdave been selected.

x
4 B > ThisPC > Picures > Objectx-Test-Folder-1 sy r
Organize = New folder =- m @
3 Quick access
[ d il ™ al ™ E al il ™ al ™ ™ il al al al -~
& OneDrive
DPR-AVISY IMGO0220_  IMGO0222. IMGO223. IMGO224. IMGO2)S. IMGOX26.  IMGO27. IMGO228  IMGO0229. IMGO230. IMGO0O. IMGO3I0. IMGO3N.  IMGO312.  IMGO313.  IMGD314
= ThisPC an-Rental-  CBUK CBUK CBUK cauk CauK CBUK. CBUK CBUK CBUK CBUK CBUK CBUK CBUK CBUK CBUK CBUK
Dec-20-201
= Desktop 4-10-Dec-...
Documents
s Downloscs ™ ™ ™ ™ ™ ™ ™ ™ ™ al a ™ ™ ™ al al a
& Music IMG0315_  IMG0316_  IMG 0317 IMG0318_  IMG0345_  IMG_0347_  IMG0348_  IMG0349_  IMG0350_  IMG0351_  IMG0352.  IMG0354_  IMG0355_  IMG0367_  IMG0390_  IMG 0392 IMG_D393_
R cauK CBUK cBUK CBUK cauk cauk UK cauK CBUK CBUK CBUK cauK CBUK cauK CBUK CBUK CBUK
B vioeos - - -
s "™ ™ l al ™ n ™ I P -
& TI0G34700A (C
IMG 0334 IMGO0395. IMGO039%_ IMGO0397 IMGO039.  IMGO0399_  IMGO400.  Mechanical Mechanical = Sub-Zero-l
@ Network CBUK CBUK CBUK CBUK CBUK CBUK CBUK  -Permit-Ap  -Permit-Ap | nitial-Visit-
plication-D  plication-S | Feb-10-201
4 Homegroup ATZMAN-. ub-ZeroC..  1.CBUK
B #notos
eme: | “Sub-Zero-lnitial-Visit-Feb-10-2011_CBUK" “DPR-AVIS-Van-Rental-Dec-20-2014-to-Dec-27-2014_CBUK” “IMG_0220_CBUK" "IMG_0222_CBUK" "IMG_0223 CBUK™ “IMG_0224 CBUK" "IMG_0225.¢ | | Al files

Next, the User clickst he cifée he

Selected Fidryptebefns.t t on and

ObjectX immediately return s to the screen shown
the User sees the results of the decryption.

in Section 3.3above. On that screen

For a small number of files the results are immediate. For a large number of files

(thousands), the User will be able to watch the De cryption Results update as ObjectX
proceeds with the specified decryptions.

Each decrypted file will have t he o0 _CBI K& or 0_CBUKD®Bamer e mov ed
restoring each file name, and the file itself, to its original plaintext condition.

x The RECOMMENDED MAXIMUM number of files to select for Decryption is 4,500.

3.4 The VAULT Operations  Tile

The OVAULT Opikralbbwsi each $Jger to perform ObjectX Vault Operations.
These operations which may be performed on either Encrypted or Unencrypted objects,
are listed below:

A SELECT a Vault and LIST its current contents.
UPLOAD objects from a local folder to a Vault.

DOWNLOAD objects from a Vault to a local folder.

> > >

MOVE objects from one Vault to another.

Copyright 2015, Mobility Software Products, Inc., All Rights Reserved 14

de



A COPY objects from one Vault to another.
A DELETE objects from a Vault.
A RENAME a single object within Vault.
Whenthe User clicks the OVAULT Operationso tile,

© VAULT Operations

m A W F X

3.4.1 Selectinga Vault and Listing its Contents

Each time the User <c¢licks t lugper-dighte hnd seledtsac ont r ol
specific Vault, a message is sent to Azurerequesting a Listing of that Vault.
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If that Vault is empty the returned listing will be empty. If that Vault contains objects

they will be displayed as shown above. The object listing, received from Azure, is

presented in alphabetical order. The generalf or mat of e aechNaindg, @bjecti s : 00bj
Size in Bytes Object Ent r Yhe orgamaton af nopjerts within ObjectX

Vaul t s iThatis Ehérais o.directory or folder hierarchy. If a Vault contains 500

objects, then all500will b e listed in alphabetical order.

From the listing above, it can be seen that Vault -1 currently contains 78 objects, and that
those objects are unencrypted .JPG images.The time each object was entered into the
Vault is shown in Coordinated Universal Time (UTC) format, the primary civil time
standard used world wide for the regulation of clocks and time.

3.4.2 Selecting Vault Objects

After a Va uhavethsen displayede anUsar may then select one or more items.
Vault Operations are performed, on selecteditems, as summarized below:

Number of Items Selected Permissible Vault Operations
1 Rename, Download, Move, Copy, Delete
2 or More Download, Move, Copy, Delete
All Download, Move, Copy, Delete
N/A Upload

Individual items may be selected or un-selected by simply clicking on them . All items
may be selected or unselectedby c¢c | i ¢ ki n gAl/nkedect AS @ I6e cbtallt t on .
items have been selected in the picture shown below:
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3.4.3 Uploading Objects To a Vault

Each ObjectX User may Upload objects to a \ault. Uploaded objects are encrypted or un-
encrypted files that are | ocated i ncomputdrol der
To perform the Upload process, the User:

1. Selects the destination Vault by using the dropdown 6 Sel ect 6 contr ol
the top-right of the OVAULT Operationsé page

2. Clicks the OUPO6 button.

On the page that appears (not shown), the User then specifies the following three items:
A. The Physical Location of the Filesto Upload :
A OneDrive
A This PC
A Homegroup
A Network
B. The Folder containing the Files.
C. The Files to Upload.

At this point, the Upload screen will look something like the picture below. In this
exampl e, the User h>a Ricturesh>0 GbjeatX-TéstfFbldes16 P@nd has
selected all fles. The desti nat i on-2 & a alretbbjects to opWaduatetall
CBUK-encrypted.

Next, t he Us e r loaa the Sektested Olbjextstm Yhplt-2 ébutton and the
Upload begins.

ObjectX immediately returns to the 0 VAUL T Oper at i Omtsadscreen, the e n

on

at

User observes the progressof the Upload. Obj ect X di sables the OVAULT

controls during the Upload and displays progress indicators for the User to see
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