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1.0 Introduction

MSPI SkyCipher® is a ProfessionatGrade, Advanced Encryption Standard (AES, 256-
bit), FIPS 1462 Compliant, File Encryption ap plication for Windows 10 and Windows
8.1. As of July 2016,MSPI SkyCipher® replaces MSPICodeBookE

SkyCipher Version 1.0 (i.e., Microsoft Windows Store Releasel) allows you to Encrypt,
Decrypt and Euthanize Windows files of any type.

When used in conjunction with any Email System that supports Attachments,
SkyCipher-Encrypted Files may be securely exchanged with other members of your
extended global team.

In addition, SkyCipher can Encrypt, Decrypt and Euthanize files on virtually any
storage device or solution of your choosing, including removable devices and cloud-
based storage, backup archival and file sharing solutions including your Windows
00OneDrivebd.

SkyCipher provides a low cost, highly -effective, End-to-End means of protecting y our
critical information as it t ransits the Global Internet. Here is a summary of the most
relevant SkyCipher Release Ifeatures:

1. Encrypt and Decrypt Windows Files of Any Type . SkyCipher allows
you to Encrypt and Decrypt Windows files of any type, using
Professional-Grade, Strong AES Encryption.

2. Euthanize Windows Files of Any Type (CBEUTH) . SkyCipher also
allows you to euthanize files of any type. Euthanization renders a file
permanently un usable and permanently non-decryptable. Files that have
been SkyCipher-Euthanized, and then Deleted, cannot be re-constituted
with computer forensic methods. Files are SkyCipher-Euthanized with a
randomly -generated, one-time-k ey cal |l ed .a OCBEUTHS®S

3. The SkyCipher Internal Key (CBIK). As a convenience, SkyCipher
provides you with a single Internal Key. This Key is referred to as the
0 C B I. Khayone with a legally -purchased copy of SkyCipher can
decrypt files that have beenencrypted with the CBIK , if they have those
files.

4. SkyCipher User Keys (CBUK). When you must guarantee that only
your intended Recipients can decrypt your files, then you use a
SkyCipher User Key (CBUK). You, the Sender,define and apply a CBUK
to encrypt the files and your R ecipients use it to decrypt the files. User
Keys are not stored. You are the only person who knows a CBUK®S s
value. Therefore, you must remember CBUK values and you must also
convey those values to your Recipients, via a means of your choosing,
such as a p&son-to-person conversation. If a C B U Kvakie is forgotten
then files encrypted with that key will become un -decipherable.

Copyright 2016, Mobility Software Products, Inc., All Rights Reserved 3



5. Windows 10 and Windows 8.1 , Native Design, Ul and Implementation .
MSPI SkyCipher uses the Microsoft 0 Wi nd o ws  S&aochitecturAlp p
model. As a consequence, SkyCipher is highly responsive, prov ides a
smooth, fluid -like feel for the User, and is extremely easy to use.

6. Focused on Security and Safety. Strong AES File Encryption is a
powerful capability. When you control it, and use it as intended, it is a
powerful, positive capability. If used against you, it becomes a powerful,
negative capability. Keeping this in mind, MSPI SkyCipher incorporates
the necessaryfeatures and safeguards to insure your personal security
and safety while using the product .

7. Sold through the Micr osoft Windows Store. MSPI SkyCipher® and
MS P | Ob | ect Xéclusivelg threugh ttie Microsoft Windows
Store. Visit there by clicking your ¢ o mp u toeSrt @ g eThen enitel thee.
Search termo MS P 1 6 . MS P | ar fopnd undex thieo nossSecur i tyo
category.

2.0 Philosophy of Use

SkyCipher allows the User to selectively Encrypt, Decrypt or Euthanize One, Many or
All files within any User Folder that they have access to.

The files always remain within that folder and are simply transform ed in-place, based
upon the User-specified action:

A Plaintext-to-Ciphertext (i.e., Encryption) .

A Ciphertext-to-Plaintext (i.e., Decryption) .

A Plaintext-to-Non-Decryptable-Ciphertext (i.e., Euthanization)
A Ciphertext-to-Non-Decryptable-Ciphertext (i.e., Euthanization)

Since SkyCipher can encrypt, decrypt and euthanize Windows files of all types, it may
be used in all industries and by professionals and individuals in all walks of life. Some
example application areasinclude:

A Business Finance Government Militar y

A Law Enforcement Medical Dental Legal

A Clergy Science Engineering Technology
A Correspondence Education Entertainment Etc.

Normally, when you send an Email message, the message itself and any attachments are
all sent as Plaintext (i.e.,the Human Readable format). Attachments can include design
documents, financial and medical reports, videos, audios, legal documents, and so on.

As your messageis routed across the Internet to its final destination, it is captured and

stored on some of the electronic elements (i.e., Servers and Storage devices) that areni
the path between you and your recipients. As a result, your human readable content can
be extracted (i.e., Stolen)and used by others in any manner they desire. Your Plaintext

information can also be captured directly from the active network links that connect the

nodes in this path 0 by those who have the appropriate equipment, incentive and skills

to do so.
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T o d a headlines motivate us to strongly encrypt our private, sensitive or secret
informat ion before we release it to the Global Internet. Visit the MSPI web site
http://mobility -sp.com/ to find a list of related topics and Industry White Papers that
will help you better understand the scope and significance of this problem.

3.0 The SkyCipher User Interface (Ul)

The SkyCipher Releasel Top Level User Interface is composed of ten (10 tiles. The
purpose of each tile is briefly described in the list below:

A LOCK/UNLOCK & Allows the User to Lock or Unlock SkyCipher. To
Unlock, the User must enter their SkyCipher Credentials.

A ENCRYPT - Allows the User to specify the Encryption Key, select the
Location of the files, select the files, and initiate encryption

A DECRYPT - Allows the User to specify the Decry ption Key, select the
Location of the files, select the files, and initiate decryption.

A EUTHANIZE - Allows t he User to select theLocation of the files, select
the files, and initiate Euthanization. Euthanization renders files
permanently unusable and permanently non -decryptable. Use with
extreme caution.

A CREDENTIALS - Allows the User t o , 0Set for the First Timebo
at Any Ti nsky&iphertCnedentials. Setting and maintaining
SkyCipher Credentials is required.

A ABOUT 8 Displays a brief, general description of the MSPI SkyCipher
product.

A MSPI SUPPORT & Displays the information needed to reach MSPI
Technical Support.

A SETTINGS & Allows the User to set values that affect the operation of
SkyCipher. For SkyCipher R1, this includes the necessary functionality
for the User to Optionally Register their product with MSPI. Optional
Registration simply allows the User to send their Email Address to MSPI.

A USER GUIDE 8 Downloads and displays the latest version of this (.pdf)
User Guide from the MSPI website.

A VERSION & Displays the MSPI SkyCipher version information . This is
Version 1.0(i.e., Microsoft Windows Store Releasel).
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Figure -1: The SkyCipher Release -1 Top Level User Interface
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3.1 The LOCK/UNLOCK Tile

The LOCK/UNLOCK tile is SkyCipherd s p r $eougty fgature. It is frequently used.
Click this tile in order to reacht h € OGK/UNLOCK SkyCipher6 page

3.1.1 Unlocking  SkyCipher
Click the SkyGQGipherOCKutton to unl ock.

= sqCipher - - a *
000 001

® LOCK / UNLOCK SkyCipher

UNLOCK SkyCipher

o m 8 o Wi S ®|
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When SkyCipher is Unlocked, all of its capabilities are available.

Unlocking SkyCipher requires you to enter your SkyCipher Credentials. The screen
presented to you will be similar to the one shown directly below:

000 001

© LOCK / UNLOCK SkyCipher

UMNLOCK SkyCipher

UNLOCK SKYCIPHER

Enter your SkyCipher Credentials and then dick OK.

OnceUnl ocked, the words SkyClphe® ike.E éndthe aap-kbvel 0
screen)will be displayed in R ed.

= SiyCipher s - 8 X
001 001

® LOCK / UNLOCK SkyCipher

LOCK SkyCipher
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IMPORTANT: If you forget your SkyCipher Username and/or Password, and are thus
unable to wunlock SkyCipher, please contact MSPI Technical Support at
support@mobility -sp.com. They will help you unlock your product.

3.1.2 Locking SkyCiphe r

When SkyCipheri s 0 L OCK E D dits capabilities are dvailable.Cl i ck t he 0LOCK
SkyCipher6 button to | ock.

= SuyCipher @ - a x
005 o001

® LOCK / UNLOCK SkyCipher

UNLOCK SkyCipher

o m 8 o Wi S ®|

SkyCipher will immediately lock. The wor d 0 L@cCadoiesrd blueiahdlthe
word 0SkyCipherd will appear in white, as shown below.
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® LOCK / UNLOCK CodeBook

UNLOCK CadeBook

SkyCipher®

Actions >

Each time you start SkyCipheritwilbe 0L OCKEDG®6 .

3.1.3 Leaving Your Computer Unattended

IMPORTANT : If you need to leave your computer running but unattended, and
SkyCipher running , always remember to put SkyCipheri n t he OLOCKEDGS6 condi
before leaving your computer .
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3.2 The ENCRYPT Tile

The ENCRYPT tile is used for encrypting files. It is frequently used. Click the tile in
order to reach SkyCipher6 s 0 E NCR'Y Page, &sisthoersbélow.

008 001

® ENCRYPT Files

3.2.1 Encrypting Files with the CBIK
By default, SkyCipher will encrypt files using its internal key called t he 0 CBIl Ko .

Files encrypted with the CBIK can be decrypted by anyone who has MSPI SkyCipher
and access tathose files.

To proceed, simply click the 0Sel ectUsethee Fi |l es
page that appears to select:

A. The Physical Location of the Files:

OneDrive
This PC
Homegroup
A Network

A
A

>

B. The Folder containing the Files.
C. One File, Multiple Files or Select All.

At this point, the encryption screen will look somethin g like the picture shown below . In
this examp| e we have ¢ hoBRicures 3kyCiplser-@-Ce st 26 and have
0Selected All 6 files found there.
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=) MG 4934
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B Videos
4 THOGB4TO0A (C)

@ Network &) IMG_4939
*4 Homegroup

B Fratos =] MG_1942

o) IMG_4953
&) IMG 4954
=) IMG_4955

e name: [IMG_4955" “Frigate” "IMG_4879" “IMG_4B60" “IMG_4881 “IMG_4882" “IMG_1883" "IMG_4864" "IMG_4B65" “IMG_4886" “IMG_4B67" "IMG_1888" “IMG_488" "IMG_14890" "IMG_4891 ~| |l fles

Next, simplycl i ck t he OEncrypt the Selected Files wi
will begin.

SkyCipher wi | | i mmedi ately r et ur rscreerosshowvrhaboved NCRY P T
will see the results of the encryption you have specified. For a small number of files the

results will be immediate. For a larg er number of files, thousands, you will be able to

watch the Encryption Results update as SkyCipher proceeds with the specified
encryptions.

x  The RECOMMENDED MAXIMU M number of files to select for encryption is 4,500.

Each encrypted file will have the term 0 _ C B laddéd to its name. For example, i an

original filename was OF i | e 2 9. p dhé OBIKtemcepied file name will be come

0 Rie 29 CBI Whem ttie fide. is later decrypted, by MSPI SkyCipher® or MSPI

Obj ect XE,CBIlhkdé wioved leating the aziginal filename.

3.2.2 Encrypting Files with a CBUK

When you must guarantee that only your intended Recipients can decrypt the files of

interest, then you must use aSkyCipher User Key (CBUK).

You, the Sender, define and apply a CBUK to encrypt the files and your Recipients use it

to decrypt the files.

CBUKs are notstored You are the only person whee knows

you must remember CBUK values and you must also convey those values to your
Recipients, via a means of your choosing, such as a persotio-person conversation. If a
CBUK®G s val ue , then filésoenayptedt vétm that key will remain  un-
Decryptable until the key is found or remembered .

To use a CBUK for encryption, simply click the appropriate radio button and enter your
desired 32-character CBUK.
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In the example below, we have specified a CBUK of the titanic has been lost at s@dich is
32-characters long. SkyCipherc ount s t he keyods |l ength for you an
the Files to EncryptbwitontWwkelCBUKe AbhB8Y 886 | engt
characters.

009 o002

© ENCRYPT Files

Encrypt with the CBUK Above

A CBUK can be any 32character string of keyboard characters. For example, the 32
character st ri ng 0gaM%. Oa$Q(Mmdml_Hsnik 428d CBUK but is
difficult to remember.

In practice, you and your Recipients can establish a workable, easyto-remember CBUK
or family of evolving CBUKSs to meet your needs.

Files encrypted with a CBUK can only be decrypted by someone who has (1) MSPI
SkyCipher® o r MS P I Q1§2) accessXt&the encrypted files, and (3) precise
knowledge of the CBUK used to encrypt the files.

To proceed, si mplhgFilesitoiEcckpt with the GBE KA ebcu.tUsedhe
page that appears to select:
A. The Location of the Files:
A OnebDrive
A This PC
A Homegroup
A Network
B. The Folder containing the Files.
C. One File, Multiple Files or Select All.
At this point, the encryption screen will look somethin g like the picture shown below. In

this exampl e we h dhisePC ¢ Prteresrn> SkyCipher-G2-T e s tazdohave
0Selected AlIIl 6 files.
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B Videos
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@ Network &) IMG_4939
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o) IMG_4953
&) IMG 4954
=) IMG_4955

e name: [IMG_4955" “Frigate” “IMG_4879" “IMG_4B60" “IMG_4881 “IMG_4882" “IMG_1883" "IMG_4864" "IMG_4B65" "IMG_4885" “IMG_4B67" "IMG_1888" IMG_4889" "IMG_14890" "IMG_489 ~| Al files

Next, simply cl i c k t he OEncrypt t he Selected Fi
encryption will begin.

SkyCipher will immediately returnto OENCRY P T . P thaéssréen you will see the
results of the encryption you have specified. For a small number of files the results will
be immediate. For a larger number of files, thousands, you will be able to watch the
Encryption Results update as SkyCipher proceeds with the specified encryptions.

x  The RECOMMENDED MAXIMU M number of files to select for encryption is 4,500.

Each encrypted file will have thetermd _CB UK 6 a d d e d. Whea the fite $s latera me
decrypted, by MSPI SkyCipher® or MSPI ObjectXE , the 6 _ CB Utemn will be
removed leaving the original filename.

3.2.3 Encrypting .ZIP Files

Files of type 0.Z1IP6 may b®kyCmmec usng ¢eiteedthea n d
CBIK or a CBUK.

A. Build the .ZIP file as you normally would, with the unencrypted files of
interest.

B. When you are satisfied with the contents of the .ZIP file, encrypt that file
using either the CBIK or a CBUK.

C. When you need to access the files contained with the .ZIP, simply decrypt
the .ZIP file using the CBIK or the appropriate CBUK , whichever was
used to perform the encryption.

3.3 The DECRYPT Tile
The DECRYPT tile is used for decrypting files. It is frequently used. Click the tile in

€es W

decr

order to reach SkyCipherd s O DECRYPT Fil es6 page, as shown bel
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By default, SkyCipher will att empt to decrypt using its CBIK. If you know t hat you will
be decrypting one or more files that have been CBUK-encrypted, then click the lower
button, enter the appropriate CBUK in the field provided ,andthenc | i ck t he
Filesto Decryptwi t h 6 buteon. é

For the example that follows, we have selected CBUK-decryption and have entered the
CBUK value of the titanic has been lost at sg@t shown). After you have clicked the

7

0Sel ect the Files t o Dethepagethatagpaals b selkect: € 6
A. The Physical Location of the Files to Decrypt:

A OneDrive

This PC

Homegroup

> > > >

Network

B. The Folder containing the Files.

C. One File, Multiple Files or Select All.
At this point, the de cryption screen will look s omething like the picture below. For this
exanp | e we h a vTais RCh>oPctres >&kyCipher-G2-Test20. All files, which

were previously encrypted with the CBU K the titanic has been lost at sdsve been
selected.
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=) IMG_4934_CBUK

B Videos
4 THOGB4TO0A (C)

] IMG_4938_CBUK
 Network ) IMG_4939 CBUK

=) In4G_4940_CBUK
*4 Homegroup

5] IMG_4941_CBUK
M enotos =) IMG_4942_CBUK
5] IMG_4943 CBUK
©] IMG_4944_CBUK
<) MG_4945_CBUK
) IMG_4946_CBUK
=) n4G_4947_CBUK
5] IMG_4948 CBUK
5] IMG_4949 CBUK
] IMG_4950_CBUK
] IMG_4951_CBUK
=) IMG_4952_CBUK
<) n4G_4953_CBUK
5] IMG_4954 CBUK
= IG_4955_CBUK

e name: [1MG_4955_CBUK" "Frigate_ CBUKT “IMG_4879_CBUK" "IMG_4350_CBUK" “IMG_4881_CBUK" ‘IMG_4882_CBUK" “IMG_4833_CBUK" “IMG_4884_CBUK" IMG_4885_CBUK “IMG_4886_CBUK" "IMG_4 ~| Al files

Decrypt the Selected Files Cancel

Next, simplycl i c k tcrgpet W eSel ect ed Ficlygtisnqill bbagint on and de

SkyCipher will immediately returnto t he ODECRYPT .FOntha scteenya@r e en
will see the results of the decryption you have specified . For a small number of files the

results will be immediate. For a larg er number of files, thousands, you wi ll be able to

watch the Decryption Results update as SkyCipher proceeds with the specified
decryptions.

x  The RECOMMENDED MAXIMU M number of files to select for decryption is 4,500.

Each decrypted file will be transformed back to its plaintext format and will have the
0 CBI K6 or tertn re@@veddrom its name, restoring each file name, and the file
itself, to its exact original condition.

3.4 The EUTHANIZE Tile
SkyCipher Version 1.0 (Releasel) includesthe 0 EUTHANI ZE Fil esd capabil it

Euthanization renders files permanently unusable and permanently non -Decryptable.
Thus, it must be used with extreme caution . SkyCipher will euthanize:

A PlainText files of any type.
A Files that have been previously CBIK-Encrypted.
A Files that have been previously CBUK-Encrypted.

Files that have beenSkyCipher-Euthanized, and then Deleted, cannot be reconstituted
with computer forensic methods.

When the EUTHANIZE tile is clicked, the following screen will appear:
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After you click the 0Sédlttencusethelsaeenthatlagpesarstoo Eut han
select:

D. The Physical Location of the Filesto Euthanize:
E. The Folder containing the Files.
F. One File, Multiple Files or All Files.

At this point, the Euthanization screen will look something like the picture below. For

thisex ampl e we have c¢hosenSkgCipher-G2-TRG t 2 &lesiha¥t ur es >
been selected.
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