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Why Securing Communications
and Content is a Critical Best
Practice

EXECUTIVE SUMMARY
New government regulations – such as the recent strengthening of HIPAA – along
with stricter enforcement of data retention policies, and the general risks associated
with data leakage, are all driving the need for protection of content that is sent
through email and various collaboration tools. Moreover, securing content at rest is
also a critical best practice to prevent data leaks and unauthorized access to sensitive
information (e.g., particularly with respect to mobile devices and media). It is
important to note, however, that the goal here is securing content – encryption is the
approach used to achieve that goal.
Osterman Research forecasts that encryption will be among the fastest growing of
the security-related markets over the next two years. However, encryption services
need to be easy to use from the perspective of both the sender and recipient if
they’re going to be adopted. This is particularly important for mobile users who
receive encrypted emails as a normal part of their work, and for users who need to
encrypt content from a mobile device.
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KEY TAKEAWAYS
•

Despite the fact that there are a number of very good and easy to use
encryption tools available, most communications are not encrypted, either when
sent through email, cloud-based file synchronization services, or when sent via
many file transfer solutions.

•

The trend toward Bring Your Own Device (BYOD) – or the consumerization of IT
– is making the problem worse by distancing IT from the process of deciding
how content will be sent and stored.

•

These issues leave organizations vulnerable to data breaches, they increase the
risk of corporate violations of their regulatory obligations to protect customer and
other sensitive data, and they increase the likelihood that intellectual property
will be lost.

•

The consequences of not encrypting data are enormous and include fines,
sanctions, lost revenue, damage to corporate reputation and, in some cases,
dissolution of a business.

•

Organizations should seriously consider how and when they will encrypt content
in transit and at rest, regardless of the delivery or storage solution in use.
Traditionally, barriers to the uptake of encryption have been the lack of suitable
archiving and discovery tools.

ABOUT THIS WHITE PAPER
This white paper discusses the reasons that organizations should secure their
communications and their content through the use of robust encryption tools. This
document also provides a brief overview of the sponsors of this report – CoolRock
Software, DataMotion and Proofpoint – and their relevant content protection
solutions.

COMMUNICATION AND CONTENT SHOULD BE
ENCRYPTED, BUT OFTEN ARE NOT
The vast majority of communications sent from the typical organization are not
encrypted. This includes email, instant messages, social media posts and other
external communications sent by users. A significant proportion of applicationgenerated content, representing content as diverse as flight schedules or payment
statements, is also sent unencrypted. For example, Osterman Research has found
that only one-half of organizations enable users to manually encrypt sensitive
content, while only one-third encrypt messages based on corporate policiesi.
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While much of the focus of encryption in the typical organization – if there is a focus
on it at all – is on outbound communications, there is an increasing focus on
encryption for inbound communications, as well. Because sensitive content can be
received by unauthorized parties within an organization, there is a growing need to
ensure the protection of inbound communications, as well as outbound. A failure to
encrypt inbound communications puts an organization at risk of non-compliance
when an inbound message with sensitive information is stored unencrypted on an
organization’s email servers.
As examples of the types of mistakes that can occur in the absence of encryption are
the following:
•

In October 2012, an employee of the Town Council of Chapel Hill, North Carolina
mistakenly attached confidential information to an email that was sent to various
of her colleagues on the town council. The email was made available to the
public for about one week before the error was correctedii.

•

In September 2012, an employee of Northstar Healthcare mistakenly sent an
email that contained the names and HIV status of patients being treated for HIV
or AIDSiii.

•

Several internal emails were sent to some John Stewart Company employees on
two days in August 2012. These emails included the names, Social Security
numbers and other sensitive information of other employees in the companyiv.
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Despite the fact that most communications are not encrypted, there is a significant
unmet need to protect communications through encryption. Even information that
traditionally is sent in clear text – embargoed press releases, financial statements,
purchase orders and the like – should be sent in such a way as to prevent its
unauthorized interception. Moreover, there is also value in removing access to
content at a later date by revoking decryption rights, as in the case of an employee
or business partner who should no longer have access to encrypted content after a
certain date or a change in their status.

MOST CONTENT IS NOT ENCRYPTED

Most content is not sent or stored with any sort of encryption. For example,
attachments sent through email, files sent using many file transfer solutions, form
data sent over the Internet, content stored in repositories like file servers, desktop
computers, laptop computers, tablets, smartphones, removable storage devices like
USB sticks, etc. are not sent or stored with encryption. The result is that a wide
range of sensitive or confidential data is left vulnerable to interception by
unauthorized parties, sometimes with very damaging results as discussed later in this
report.
Decision makers are clearly not happy with the current state of their email policies in
the context of encryption. For example, Osterman Research found in a study
published in August 2012 that only 38% of mid-sized and large organizations find
that their policies for encryption of confidential email and attachments meet their
needs. Moreover, only about one-half of organizations have automated systems in
place to scan outbound content for policy violations, sensitive information, credit card
numbers, and information that should be encrypted. The predominant actions with
outbound email at such organizations is to automatically apply policy requirements
(such as encryption or distribution through a secure channel), or to remind users of
corporate policies through a pop-up messagev.
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Actions That Occur Based on Automatic Scanning of Outbound Email
Action
Email with sensitive/confidential content is automatically encrypted
or delivered through a secure delivery mechanism
Users who send email with sensitive/confidential content are
reminded of corporate policies (e.g., with a popup message) about
sending this type of email encrypted before the email is sent
Email that contains sensitive/confidential content is automatically
routed to a compliance officer or supervisor for review before it is
sent.
Email that contains objectionable content is flagged, but is sent
anyway

%
48%
48%

43%
28%

CLOUD-BASED TOOLS ARE COMPOUNDING THE PROBLEM
Making the encryption problem worse – dramatically in some cases – is the
proliferation of cloud-based file synchronization and storage tools that are widely
used in organizations of all sizes. For example, Dropbox is widely employed and
currently has about 55 million users worldwide. An Osterman Research survey
conducted in 2012 found that Dropbox is used extensively in organizations of all
sizes, often without IT’s blessing or even their knowledge. As shown in the following
table, there is a tendency for Dropbox penetration to be inversely correlated with
organization size, but even enterprises are experiencing widespread use of Dropbox.

Making the
encryption
problem worse –
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the proliferation
of cloud-based
file synchronization and
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in organizations
of all sizes.

Penetration of Cloud-Based Applications by Organization Size
As a % of 760 Organizations Surveyed

Dropbox

Google
Docs
YouSendIt

Used w/IT’s blessing
Used w/o IT’s blessing
Not used
Used w/IT’s blessing
Used w/o IT’s blessing
Not used
Used w/IT’s blessing
Used w/o IT’s blessing
Not used

Up to 99
Employees
40%
32%
28%

100-999
Employees
21%
49%
30%

1,000+
Employees
14%
44%
42%

24%
19%
57%

12%
39%
48%

10%
42%
48%

18%
14%
67%

8%
17%
75%

4%
22%
73%

BYOD IS MAKING THE PROBLEM WORSE

The Bring Your Own Device (BYOD) phenomenon is exactly what its name implies:
the practice of employees using personally-owned smartphones, tablets, laptops and
other platforms to access corporate applications like email, CRM systems, databases
and other tools; and to create, store and manage corporate data using these devices.
For example, Osterman Research has found that business email and Web browsing
are the most commonly used business tasks for which mobile devices are used
(employed by 99% and 93% of users, respectively), but use of personal social media,
corporate social media and storage of business-related documents are also commonly
employed. The following figure, from an Osterman Research survey of BYOD use,
demonstrates the widespread use of personally owned devices in the workplace.
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Use of Personally Owned Mobile Devices for Work-Related Purposes
by Organization Size (As a % of 760 Organizations Surveyed)

BYOD – the
“consumerization” of IT –
means that IT is
losing control
over content,
making it even
more critical to
employ
encryption as a
key tool in the
arsenal to
prevent the
unauthorized
access of
corporate
information
either in transit
or at rest.

Osterman Research actually takes a fairly broad approach to BYOD by including
applications like personal file synchronization services – such as Dropbox, discussed
above – and Skype as part of this trend. Since the implications from the use of these
tools – which are typically downloaded by individual users for their personal use – are
identical to the use of mobile devices, we view the use of mobile devices and
personally-deployed applications to have the same impact on IT departments, and to
create the same types of risks for an organization.
BYOD is part of a broader trend toward multi-platform, mobile interaction with
corporate applications and cloud-based services. It is being fueled by several factors,
including employees’ desire to use newer platforms at a time when IT budgets often
are not able to afford them, a growing trend toward telework as part of formal
corporate programs to enable employees to work from home, and a general trend
toward greater employee autonomy. Moreover, employee-specified applications and
devices enable employees to be more productive, complete their work more quickly,
and avoid the frustration and delays of dealing with an overtaxed and underfunded IT
department.
BYOD is clearly an enabler of these trend, but it also carries with it a number of risks
in the context of protecting communications and content from unauthorized access.
For example, only 69% of company-owned smartphones can be remotely wiped if
they are lost, compared to 24% of personally owned smartphones. Similarly, 54% of
company-owned tablets can be remotely wiped versus only 21% of personally owned
tablets. Because a large proportion of these devices are not encrypted, this creates a
serious risk of data loss when employees lose mobile devices.
BYOD increases the likelihood that sensitive or confidential corporate information will
be breached. As just one example, researchers in a UK-based study acquired 49
mobile devices that had been resold through secondary markets; forensic
examination of the devices resulted in the discovery of information on every device
and a total of more than 11,000 pieces of information collectively from all of the
devicesvi.
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The bottom line here is that BYOD – the “consumerization” of IT – means that IT is
losing control over content, making it even more critical to employ encryption as a
key tool in the arsenal to prevent the unauthorized access of corporate information
whether in transit or at rest.

THE CONSEQUENCES OF FAILING TO ENCRYPT
CONTENT CAN BE INTERCEPTED OR ACCESSED
There are a number of situations in which unencrypted content can actually or
potentially be obtained by unauthorized parties:
•

Interception of email
Most email is sent in clear text and is vulnerable to interception both in
transmission and when the content is written to servers along the path from the
sender to the recipient. While the majority of email is not of sufficient interest to
third parties to warrant their attention in trying to intercept unencrypted content,
there are cases in which this interception has occurred. For example, in August
2011, a story broke that some government officials in Queensland, Australia
were intercepting emails from “blacklisted” individuals and sending them to
another official for reviewvii.

•

Access to cloud-based content repositories
Because a growing proportion of corporate content is stored in cloud-based
content repositories like Dropbox, organizations are increasingly vulnerable to
interception and outright theft of their data. For example, Dropbox encrypts
customer files on its servers, but content is not encrypted in the Dropbox client,
making content vulnerable to interception during the synchronization process.
Moreover, cloud providers can make mistakes and inadvertently expose customer
data to unauthorized parties. This was the case for about four hours on Fathers’
Day 2011 when Dropbox inadvertently made customer content available by
allowing accessors to type in any username and password combination.

•

Lost or misplaced devices
Another common cause of data loss is when unencrypted smartphones, tablets,
laptops, USB sticks, mobile hard drives, etc. are lost or stolen. This is a fairly
common phenomenon and can result in the loss of sensitive corporate
information. As noted earlier, the inability for many IT departments to remotely
wipe many of the mobile devices in use – particularly those that are owned by
employees – coupled with a lack of encrypted content on these devices, poses
very serious risks.

•

User mistakes
Another consequence from the failure to encrypt content can arise from user
mistakes. For example, the type-ahead feature in most email clients all but
ensures that eventually an employee will send an email to the wrong party. The
same is true when employees send content via file-sharing services, when they
send files via collaborative tools that permit a Web link to be sent to an external
party, or when they fail to log out of an application and leave sensitive data
vulnerable to access by others.

•

Malicious users
Although not a common source of data loss, a disgruntled employee or
contractor can misappropriate content for their own or others’ use. If content on
file servers or in other venues is not encrypted, this content can easily find its
way into the hands of a competitor or other unauthorized party.

Because a
growing
proportion of
corporate content
is stored in
cloud-based
content
repositories like
Dropbox,
organizations are
increasingly
vulnerable to
interception and
outright theft of
their data.

CORPORATE GOVERNANCE LAWS CAN BE VIOLATED

There are a large number of corporate governance obligations with which most
organizations must comply, but these requirements are particularly stringent in
heavily regulated industries like financial services and healthcare. As examples of
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these obligations, which are focused mostly on the archiving, encryption and
monitoring of certain types of communications, are the following:
•

The Gramm-Leach-Bliley Act (GLBA) obligates financial institutions to protect
sensitive information about individuals, including their names, addresses, and
phone numbers; bank and credit card account numbers; income and credit
histories; and Social Security numbers.

•

The Payment Card Industry Data Security Standard (PCI-DSS) is a set of
requirements for protecting the security of consumers’ and others’ payment
account information. It includes requirements for building and maintaining a
secure network, encrypting cardholder data when it is sent over public networks
and assigning unique IDs to each individual that has access to cardholder
information.

•

The Health Insurance Portability and Accountability Act (HIPAA)
requires healthcare and other organizations to protect sensitive health records of
patients and others. However, the “new” HIPAA that took effect during the first
quarter of 2010 greatly expands the impact of the law. For example, while
HIPAA previously applied mostly to physicians, medical practices, hospitals and
the like, now the business associates of these entities will be required to comply
with HIPAA’s rules about the security and privacy of protected health information
(PHI). That means that accountants, benefits providers, attorneys and others
that are given access to PHI will now be fully obligated to comply with HIPAA.

•

The Financial Industry Regulatory Authority (FINRA) sets forth a variety
of fairly strict requirements for supervising, archiving and otherwise managing
the communications of registered representatives and others involved in the
financial industry. As one example of FINRA’s oversight in the context of
encryption is Rule 8210, which governs how member organizations are to
provide information to FINRA during investigations, examinations or proceedings.
Rule 8210(g) states that “Any member or person who, in response to a request
pursuant to this Rule, provides the requested information on a portable media
device must ensure that such information is encrypted.” This includes a wide
variety of media and platforms, including laptop computers, flash drives, CDROMs and virtually any other digital media.

•

The Family Educational Rights and Privacy Act (FERPA) is a US federal
law focused on protection of student educational records in schools that receive
funds from the US Department of Education. Although the majority of the
requirements within FERPA are focused on maintaining the accuracy of student
records and providing parental access to them, there are provisions in the law for
sending these records. In cases where a school needs to disclose student
records to another school, an accrediting organization or the courts, encryption
would play a key role in maintaining the privacy of these records.

The first and
most obvious
impact of a data
breach is the
damage to an
organization’s
reputation if it
allows sensitive
customer records
to be divulged to
a third party or
simply lost.

Add to these industry-specific requirements a set of more general data-breach
notification laws in 46 of the 50 US states, one Canadian province, and in nations
around the world. Moreover, a new US federal regulation has been proposed that
would require a data breach in one state to be reported in all 50viii. National
governments are also taking a more proactive approach to data breaches in an effort
to protect the confidentiality of their citizens’ sensitive data.
These requirements are designed to protect the confidentiality of sensitive personal
information and require those who breach data to inform their victims of the breach.
While the specifics of these laws vary from jurisdiction to jurisdiction, they tend to
have an important element in common: data that is breached or otherwise lost does
not have to be reported to victims if the data was encrypted.
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EXAMPLES OF BREACHES

Quite literally, hundreds of millions of records have been breached in recent years. As
of the publishing of this whitepaper in October 2012, the Identity Theft Resource
Center indicates more than nine million records and climbing for 2012 aloneix.
Consider these examples from PrivacyRights.org:
•

In July 2012, an employee of Quest Diagnostics forwarded emails with
confidential personal information, including Social Security numbers, drivers’
license numbers, health insurance information and other confidential data.

•

Also in July 2012, a physician at the Lahey Clinic lost an unencrypted BlackBerry
at an airport and potentially exposed sensitive patient information. It took the
clinic five days to remove all data from the device and patients were notified in
late August 2012.

•

In August 2012, a USB drive was lost from Local 2 of the Hospitality Industry
Child & Elder Care Plan union office in San Francisco. Sensitive information of
plan members was potentially exposed.

•

In April 2012, an unencrypted laptop was stolen from a faculty member of the
University of Texas M.D. Anderson Cancer Center, exposing confidential patient
information.

THE FINANCIAL IMPACT OF DATA BREACHES

An increasingly
important issue
to consider in the
context of
encryption
solutions is the
mobile
experience.

The first and most obvious impact of a data breach is the damage to an
organization’s reputation if it allows sensitive customer records to be divulged to a
third party or simply lost. The negative publicity arising from a breach, coupled with
questions from regulators, stockholders, investors, customers, and prospects can
seriously damage an organization’s standing in its industry, potentially putting it out
of business in extreme cases. Moreover, customers are less likely to do business with
an organization they cannot trust, resulting in potentially severe impacts to corporate
revenue in the short term and larger impacts over the long term. Finally, the direct
remediation costs for data breaches can be very expensive as a result of notifying
customers, responding to inquiries, updating systems, creating new policies,
purchasing credit reporting services for customers, and the like.

BARRIERS TO ENCRYPTION
Content encryption solutions are not widely used in many organizations, but the
reasons for a failure to encrypt are varied:
•

Many solutions are difficult to use or require too much user
involvement
Many older encryption solutions were too difficult for users to employ as a
normal part of their daily workflow, and so were not used to the extent they
should have been or at all in many cases. Many solutions were not scalable and
required a great deal of IT effort to maintain, as well.

•

There is a legacy of difficult-to-use solutions that leads to
misperceptions about the new generation of encryption tools
As a corollary to the point above, many think of encryption as cumbersome and
onerous, and so perceive that newer solutions are saddled with these problems,
as well. While that is not the case for most current-generation solutions, the
perception still exists in the minds of many decision makers.

•

Many encryption solutions are not optimized for a mobile experience
The mobile experience is also becoming more important because of the growing
trend toward BYOD, the growing number of platforms and operating systems in
use, the increasing diversity of operating system versions used, etc. When
evaluating email encryption solutions, for example, it is important to consider
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those solutions’ support being able to send, receive, encrypt and decrypt
messages across a wide array of mobile devices. Ideal solutions will support all
popular mobile devices without requiring the installation of plug-ins or additional
software.
Another aspect of the mobile experience in the context of encryption is that
typing strong passwords on a small screen is difficult and prone to error.
Moreover, the use of PINs for authentication is cumbersome, particularly on
mobile devices, and they are relatively easy to guess because about one-quarter
of PINs are a spouse's birthday date. Still, PINs are preferable to passwords,
largely because mobile devices use auto correction when entering text, making
their entry tedious and time-consuming (about 20-30 seconds for the typical
password on a mobile device).
The mobile experience is also becoming more important because of the growing
trend toward BYOD, the growing number of platforms and operating systems in
use, the increasing diversity of operating system versions used, etc.
•

There is lack of efficient automation and policy definition
Ideally, encryption will be policy based and solutions will automatically encrypt
content – or at least inform users of the potential need to encrypt – based on the
detection of various keywords, character strings or identifiers associated with
sensitive and confidential information (e.g., Social Security Numbers, credit card
numbers, healthcare-related terms) in an email, file transfer, etc. However,
some encryption solutions lack efficient automation schemes and do not offer
simple policy definition schemes. Moreover, IT generally wants policy definition
for encryption to be part of a larger policy management system instead of a
separate tool that requires its own interface and learning curve.

•

Poor key management schemes
Any encryption solution must include some sort of key management capability,
but the cost and ease of administration for these capabilities can vary widely
between solutions. For example, some solutions offer simple key management
that requires a minimum of infrastructure and IT staff time to administer, while
others employ cloud-based key management to entirely eliminate on-premises
requirements.

•

Some solutions lack reporting and other features
Not all encryption solutions offer the same level of reporting, management and
dashboard capabilities. For example, it is very useful for IT to have visibility into
the quantity and type of encrypted messages that are being sent into and out of
the organization for purposes of fine-tuning encryption policies. It is useful for
end users to receive the read/receipt/open status of the encrypted messages
and files they send. A dashboard is a useful feature for administrators to be able
to see in real-time or near real-time the status of encrypted content traversing
the network and how these trends change over time, by time of day, in response
to updated policies, etc.

Many
organizations
will want to begin
the encryption
process by
targeting the
“low-hanging
fruit” that is most
obviously in need
of encryption.

CONTENT MONITORING AND ENCRYPTION
Dealing with encrypted messages in an end-to-end encryption solution presents a
dilemma for content monitoring: allow the message to flow through unchanged thus
respecting the encryption, or decrypt messages to check for policy and content
violations. If the message is allowed to flow through unchanged, but the message is
in violation of policy and compliance rules, this presents a problem for organizations.
Encryption is being used to hide violations, and that creates a risk. On the other
hand, if messages are authentically encrypted due to following policy and compliance
rules for confidential or sensitive information, unnecessarily decrypting those
messages creates the risk that the decrypted message will be accessible to people
who should not have access to it. On balance, Osterman Research believes the most
appropriate course of action is to decrypt inbound messages to check for policy
violations.

©2012 Osterman Research, Inc.

8

Why Securing Communications
and Content is a Critical Best
Practice

On the other hand, integrated gateway encryption solutions take this issue into
account as a core part of their design. For example, inbound messages found to be
encrypted with an “approved” encryption solution are decrypted in memory at the
gateway, scanned for various policies (which may include spam, malware and
compliance policies), and sent in encrypted form to the appropriate destination based
on policy. By default, both the gateway and the intended recipient have access to
the unencrypted contents of the message and its attachments. In such a system,
inbound messages encrypted with other forms of encryption (which the gateway
cannot decrypt and analyze), are typically handled by an “acceptable encryption
policy”. Typically, these policies specify some set of trusted recipients that may be
allowed to receive arbitrary encrypted messages, but these messages will be
quarantined if directed to others.

THE ROLE OF ENCRYPTION IN ARCHIVING
It is also important to note that an organization’s archiving strategy should be
integrated with its encryption strategy to ensure that a) encrypted content can be
indexed and therefore accessible in the archive, and b) email should be encrypted on
a per-user basis, not just en masse when stored in the archive. If the appropriate
technology is used, emails can be encrypted on a per-user basis to ensure contents
are protected from someone with keys to the entire archive having access to all
archived email. Moreover, if the contents can be decrypted to ensure that content
can be indexed, this permits a search of encrypted email without compromising the
integrity of the archived content.

Osterman
Research found
in a major study
published in
August 2012 that
75% of organizations want to
check in real
time for content
that should be
encrypted when
sent externally,
such as Social
Security numbers
or other
confidential
information.

NEXT STEPS
Osterman Research recommends a six-step process for implementing an encryption
capability or updating an existing one:
1.

Determine the overall encryption plan
Many organizations will want to begin the encryption process by targeting the
“low-hanging fruit” that is most obviously in need of encryption. Look for
privileged communication, content that if intercepted could greatly harm the
companies standing with business partners and other key constituencies. This
includes emails containing clearly sensitive documents like financial projections
or draft policy statements, content that contains obviously confidential
information like bids, tenders, acquisition information, employee medical records
or customer financial information, and the like. This content normally represents
that vast majority of the problem in most organizations and is the easiest to
address. This can be followed by the less obvious use cases that might require
more effort and integration.
Osterman Research found in a major study published in August 2012 that 75%
of organizations want to check in real time for content that should be encrypted
when sent externally, such as Social Security numbers or other confidential
information; another 16% want to manage such potential violations in a postsend mode, while the remaining 9% are not yet sure of how to deal with the
issuex.
In terms of specifically how to deal with policy violations in the context of
sensitive content that is sent without encryption, the same study found that 53%
of organizations prefer to notify offenders with a pop-up notification, while 40%
want the offending content sent to a supervisor for review.

2.

Develop the business case and the ROI for encryption
It is important to note that while many decision makers understand the
defensive use case for encryption – i.e., satisfying statutory requirements,
protecting against data breaches, reducing the chance for loss of intellectual
property, etc. – fewer appreciate the proactive, offensive use case for
encryption.
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Business cases and ROI considerations for encryption need not be based solely
on regulatory compliance and breach prevention concerns. While encryption can
be useful as a means of avoiding fines or loss of business, it can also enable
competitive differentiation and create new business opportunities that otherwise
would not be available. As just one example, this might include the ability to
provide customer statements electronically, which can not only reduce the cost
to the sender but provide a better customer experience. Moreover, in the case
of email, encryption can enable secure communications and transactions over
low-cost, well understood and easy-to-use communication channels.
3.

Develop a sound compliance strategy
Encryption needs to be part of an overall compliance strategy and a key element
of every business process. As part of the development of a compliance strategy,
organizations should inventory the data they have, who in the organization
accesses it, and where it is located. Moreover, they should identify the potential
risks that might arise from not encrypting this content. Organizations should
identify opportunities to improve their business processes with encryption and
replace existing communication processes that may be enabled with the use of
encryption.
More than one-half of decision makers would like a way to increase the amount
of business representation in policy creation and enforcement activities. Policy
management is enabled by technology, and many policies are focused on
employee actions and communications inside technology systems, but
fundamentally the policy issue is a business issue, not a technology one.
Decision makers want to see higher involvement from other organizational
functions. Many would also like higher involvement from C-level line of business
managers in policy management.

4.

Understand the consequences of failing to encrypt data
It is also vital that decision makers understand the significant consequences that
can result by failing to encrypt data. These consequences include lost internal
data like trade secrets or financial projections, lost customer information that can
trigger data breach notification requirements, heavy fines, or damage to
corporate reputation. As part of this exercise, it is useful for decision makers to
quantify the cost of a data breach as a starting point. For example, if there is
only a 1% chance per month of a data breach that could cost an organization
$500,000 remediation and other costs, that represents a $5,000 monthly
potential cost to the organization.

5.

Create policies focused on protecting content
The next step is to create detailed and thorough policies based on organizational,
legal and regulatory requirements to protect content through encryption. This
step should include a discussion of the key business risks that need to be
mitigated, consequences for violating corporate data protection policies, and
should also provide a detailed and thorough perspective on BYOD policy. The
latter should include devices, operating systems and applications that can and
cannot be used by various roles within the organization.

Encryption needs
to be part of an
overall
compliance
strategy and a
key element of
every business
process.

A key component of the policy development phase should be employee
education about the policies and the dangers of not using appropriate
encryption. For example, encryption solutions should be used to provide
feedback and indirectly train employees about handling sensitive information,
such as through notifications when sensitive content is included in an
unencrypted email or file transfer.
If employees are regularly dealing with content that should be encrypted when
sent externally, it is the view of Osterman Research that automated systems
should be put in place to handle these tasks automatically. A pop-up message to
the offender shouldn't be required – let automated systems handle the
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encryption activities automatically, or route the message through a secure
channel.
6.

Consider archiving along with encryption
As noted, the best practices of encryption and archiving must be considered
together to ensure that content can be adequately protected via encryption, but
that it can be searched for purposes of eDiscovery, regulatory compliance and
the like.

7.

Evaluate the available deployment options
Finally, decision makers should evaluate the available deployment options for
encryption solutions. These include traditional, on-premises software deployed
on IT-managed servers; physical and virtual appliances; cloud-based services;
and combinations of two or more of these in a hybrid configuration. Many
organizations, particularly larger ones, will want to consider a hybrid approach to
encryption, perhaps deploying an on-premises solutions for headquarters staff
and a cloud-based service for remote users in satellite offices that do not have
dedicated IT staff.

SPONSORS OF THIS WHITE PAPER
CoolRock Software commenced business in 2004 as an email archiving software
Development Company. In 2007 CoolRock deployed their ground breaking encrypted
email archiving software TEAL Secure+ product for a leading global mineral resources
company.

!
www.coolrocksoftware.com

The customer was unable to find a solution that enabled them to archive and search
desktop encrypted email content and attachments. They wanted to use well known
standardized key based email encryption technologies, such as S/MIME or OpenPGP
to protect data at rest and in transit, that are also suitable for communication both
within the organization and between organizations.

ussales@
coolrocksoftware.com
+1 415 685 4450

!

CoolRock developed Secure+ software as an extension of its Enterprise archiving
software. Currently CoolRock has patents pending globally for the way in which it
provides the tools and capabilities to manage the archiving, search and export of data
to and from the archive for desktop encrypted email content and attachments.
CoolRock Software goals are that email archiving and discovery should:
•

Enable the end customer to decide where the archive and data is located
regardless of email server location and type

•

Content must be secure with clear audit trails and chain of custody

•

Software must be easy to use and install with minimal intervention

•

Provide strong indexing, search, retrieval and export capabilities

•

Be robust

CoolRock Software remains an independent software development company and has
customers and partners in North America and Australia.

!

DataMotion provides email encryption solutions that enable businesses to safely and
easily transact with partners and customers in the cloud. Organizations in diverse
industries such as healthcare, financial services and government look to us to us
every day for easy to use, affordable, secure email and file transfer solutions.

www.datamotion.com
twitter.com/
DataMotion
+1 800 672 7233

!
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The DataMotion SecureMail solution applies military grade encryption to your emails
and attachments, including those sent with mobile devices, allowing them to travel
across the Internet untouched and safe. SecureMail offers many benefits:
•

DataMotion SecureMail is the easiest email encryption service for senders and
recipients. It’s intuitive, reducing the need for IT support and lowering overall
costs.

•

SecureMail uses policy-based gateway filtering for messages and over 300
attachment types based on patterns and exact matching to your specific data
lists, resulting in greatly reduced false positives.

•

SecureMail provides the most detailed tracking and logging in the industry, which
is valuable for internal management, audits, service level monitoring and proof of
compliance.

•

SecureMail’s simple interface lets users easily send large file attachments (up to
2GB) without IT intervention, while still maintaining compliance and control.

•

Optimized for mobile, SecureMail works with your existing email client on mobile
devices - no separate app is needed.

•

Our SecureContact portal and SecureContact.me feature allow your constituents
to initiate secure inbound messages to a group or individual.

•

SecureMail easily integrates with your internal and external workflows to
automate business processes and improve efficiency.

Solutions are available as hosted services or on-premise software.

Proofpoint, Inc. ( NASDAQ : PFPT ) is a leading security-as-a-service provider that
focuses on cloud-based solutions for threat protection, compliance, archiving and
governance and secure communications. Organizations around the world depend on
Proofpoint's expertise, patented technologies and on-demand delivery system to
protect against phishing, malware and spam, safeguard privacy, encrypt sensitive
information, and archive and govern messages and critical enterprise information.

!
www.proofpoint.com
info@proofpoint.com
+1 408 517 4710

Proofpoint’s cloud-based data protection solutions incorporate a variety of encryption
technologies that help enterprises meet increasingly stringent regulatory
requirements around protecting confidential information at rest and in transit.

!

Policy-Based Email Encryption
The Proofpoint Enterprise Privacy™ suite provides “defense in depth” data loss
prevention for private information of all types. It protects private information in email,
defends against leaks of confidential information and ensures compliance with
common international, industry and US data protection regulations—such as HIPAA,
GLBA and PCI-DSS. This suite includes Proofpoint Encryption™, a SaaS-powered,
policy-based email encryption solution that can also be deployed separately.
Proofpoint Encryption automatically encrypts individual messages based on an
organization’s policies, without requiring end-users to take any special actions.
Proofpoint’s flexible rules, managed dictionaries and “smart identifiers” accurately
detect non-public information—including protected health information and personal
financial information—and reject or encrypt messages as appropriate.
http://www.proofpoint.com/encryption
TLS Email Encryption
The Proofpoint Enterprise Protection™ email security solution (available for SaaS,
appliance, virtual appliance or hybrid deployments) also supports digital certificates
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and enables gateway to-gateway secure transfer and receipt of email using Transport
Layer Security (TLS).
http://www.proofpoint.com/protection
DoubleBlind Encryption™ for Email Archiving
Proofpoint Enterprise Archive™, a cloud-based email, IM and file archiving solution,
incorporates Proofpoint’s patented DoubleBlind Encryption technology, which
encrypts messages before transmission to Proofpoint’s storage cloud, where they are
stored in encrypted form. At the same time, DoubleBlind Encryption ensures that data
remains fully searchable through the Proofpoint Enterprise Archive interface.
http://www.proofpoint.com/archive
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